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Configure One-to-One NAT with TM G 2010

In thistutorial we will show you how to configure a one-to-one NAT Rule for internal hosts.

In this tutorial we will show you how to configure a one-to-one NAT Rule for internal hosts.

Microsoft Forefront Threat Management Gateway (TMG) 2010 has alot of advanced features like URL filtering,
malicious code protection, Network Inspection System (NIS), HTTPS inspections, and ISP attention. However,
below these features there are many other important features as well, one of which needs to be introduced is
Enhanced NAT (E-NAT).

One-to-One NAT configuration

E-NAT alows you to forward multiple -to-one or one-to-one IP addresses , such as some existing firewalls
(Cisco, Checkpoint, .). However, configuring one-to-one NAT in TMG is not simple. If you are familiar with
working with Cisco firewalls and Checkpoint, you will definitely want aNAT rule tab in the TMG management
interface and the Networ king node . However, the problem is that these are really not here.

In TMG, you create a one-to-one NAT Rule by creating a Network Rule . Suppose we want to forward all
traffic coming from an internal host to an IP address assigned to the external network interface of the TMG
firewall (not the default IP address for the interface). To do so, open the TMG console and select the
Networking button in the navigation menu. Select the Network Rules tab in the central control window, then
click Create a Network Rule in the Tasks panel. Name the description for the Rule and select Next .
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New Network Rule Wizard i x|

Welcome to the New Network
Rule Wizard

Thig wizard helps you create a new Network rule. Metwork
rules define the relationship between networl entities as
either route or network address translation (MAT).

MNetwork rule name:

SMTF NAT Rule

To continue, click Mext.
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Specify the source of the traffic you want to forward. In this example, we selected a separate server, but you can
select networks, a set of networks, a set of computers, a range of addresses, and subnets. This allows us to have
high flexibility when establishing NAT relationshipsin TMG.
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Network Traffic Sources
This rule will apply to traffic orginating from the sources specified in this page.

This rule applies to traffic from these sources:

& mail celesticnet [172.16.1.210]
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Specify the destination that you want to apply this rule to. In our example, we chose a network outside of
Externa because we want to forward traffic sent from the server using this rule. Here you can choose from a
variety of options, which also allow you to have fairly fine-grained control over address forwarding.
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Metwork Traffic Destinations
This rule will apply to traffic amiving &t the destinations specified in this page.

This nule applies to traffic sent to these destinations:
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Select the option Network Address Trandlation (NAT).
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Network Relationship
Specify how traffic is sent between source and destination networks.

1% Network Address Translation (N.Aﬂ

Forefront TMG hides the TP addresses of dients by replacing the source IP address an
outbound connections with its own IP address.

" Route

Forefront TMG routes traffic between sources and destinations without replading source
IP addresses in outbound traffic.
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Select the Use the specified | P addr ess option and select the | P address from the available list.

Note:

These |P addresses must be assigned to the network interface first to create the rule, otherwise they will not
appear inthislist.
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MNAT Address Selection
Select the public |P address(es)that Forefront TMG will use as the source IP
address for outbound traffic.

{" Use the default IP address

Select this option to use the default IP address of each network adapter connected to a
destination network.

{¥ Use the spedified IP address ;I

10,0.0,100
10.0.0.101

Select an IP address from the bax if you have a netwaork t
traffic is directed through a single network adapter. This
deployments using network load balancing (MLE), or for a d

10.0.0.103
10.0.0.104
10.0.0.105

{" Use multiple IP addresses

Select this option if you have a network topology where outbound traffic is directed to
multiple networks. This option is appropriate if you need to define more than a single IP
address as the MAT address,
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Y ou can also choose the Use multiple I P addresses option , which allows you to select additional 1P addresses
for the rule (which makes it useful for business arrays when NLB is not enabled).
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MNAT Address Selection

Select the public |P addressies) that Forefront TMG will use as the source IP
address for outbound traffic.

{~ Use the default IP address

Select this option to use the default IP address of each network adapter connected to a
destination network.

" Use the specified IF address | j

Select an IP address from the box if you have a network topology where all outbound
traffic is directed through a single network adapter. This option is appropriate for
deployments using network load balancing (MLE), or for a single server array.

{* Lse multiple IP addresses _h Select IPs... I

Select this option if you have a network topology where outbound traffic is directed to
multiple networks, This option is appropriate if you need to define more than a single IP
address as the NAT address,
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Select Public NAT Addresses x|
Select the IP addresses that Forefront TMG will use to hide source IP addresses on outbound traffic.
@8 To add an IP address not configured on a Forefront TMG server (such as in a network
|.\ F| behind network configuration), dick Add IP .
Available IP Addresses Selected IP Addresses
IF Address I Server I IP Address I Server |
10.0.0,100 msa Add = 10.0.0,102 msa
10,0.0.101 msa 10.0.0.103 msa
10.0.0. 104 = Remoye |
10,0.0.105 msa
Add IP... |
OK I Cancel
Figure7

Another important thing you need to know is network rules, like firewall policy rules, they are processed in
order. To work properly, more specific rules need to precede other rules. In the example in the article, the
specific rule here is defining a NAT relationship between the entire network inside Internal (with the host being
one of the members) and the network outside External. After the wizard is complete and before applying the
configuration, make sure that this new network rule must appear before the Internet Accessrule.
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Once configured, the traffic generated from the mail.celestix.net host intended for the network outside the
External will match rule number 3, in this rule the network relationship is intended to be NAT, the NAT address
is The definition is obviously 10.0.0.2

E-NAT and I SP backup

When the -NAT configuration on the TMG firewall is configured to use a backup ISP (ISP-R), address
forwarding may work unexpectedly. When configured, E-NAT rules take precedence and override routing
decisions created by 1SP-R. Be sure to have a careful plan when implementing both of these techniques.

Y ou finished reading the article "Configure One-to-One NAT with TM G 2010" edited by the TipsM ake team.
We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles
on tips and guides. Thank you for reading and for following us regularly.
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