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Configure | SA Server 2006 HTTP Filter

In this article we will provide you with a high level overview of the ISA Server 2006 HTTP Filter. We will also
show you how to use the HTTP Filter to protect your local network from several types of attacks in Webserver
Publishing environment, how to prevent people

Thisarticleisan overview of the |SA Server 2006 HTTP Filter and how to usethe HTTP Filter to protect
your local network.

In this article we will provide you with a high level overview of the ISA Server 2006 HTTP Filter. We will also
show you how to use the HTTP Filter to protect your local network from a number of attacks in a Webserver
Publishing environment, how to prevent users from using the Universal Firewall Bypass protocol (HTTP) to
bypass the wall. fire. This type of looping is carried out for network traffic such as Microsoft Live Messenger,
Yahoo Messenger or similar components that can use HTTP instead of their natural protocols. To fully
understand the concept and technology of the HT TP protocol, you should refer here.

Now let's start with some Webfilter basicsin |SA Server 2006.
What is Webfilter ?

A Webfilter (ie Web filter) in ISA Server 2006 is a set of dynamic link libraries (DDLS) based on the I1S Internet
Server Application Programming Interface (11S ISAPI) model.

Webfilter in ISA Server 2006 is also loaded from Webproxy Filter. Every time you use Webfilter, all
information will be sent to the Webproxy Filter. The Webproxy Filter is responsible for determining what type
of event will be monitored. Every time these events appear, Webproxy Filter will be notified.

You will seein theillustration below the Add-in component of the HTTP Filter on ISA Server 2006.
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Figure 1 : Add-in component supports HTTP filter in ISA Server 2006 HTTP

Webfilter function
Webfilter in ISA Server 2006 is responsible for performing the following tasks:

» Scan and edit HTTP requests.

 Analysis of network traffic.

» Scan and edit HT TP responses.

* Eliminate some specific HT TP responses.
* Encrypt and compress data.

There are also many other functions that are not very important, so we are not easy to list here.

| mportant :
The HTTP Filter in ISA Server 2006 has a number of specific rules, except for the maximum length set for the

Header. The maximum length for Header (Maxium Header) follows &l the rules in the firewall with HTTP
protocol definitions like other components.

Noteworthy :
The HTTP Filter in ISA Server 2006 is also capable of filtering HTTPS traffic but only in case of comparison

Web Servers using HTTPS Bridging. If you want to check that HTTPS is about to expire via ISA Server 2006
HTTP filters, you must use the software devel oped by the third party.

Configurethe HTTP Filter filter

If you want to start configuring the HTTP filter, right-click on a rule that contains the HTTP protocol definition
and select Configure HTTP from the context menu.



Configure HTTP policy for rule 7| %]

eneral |Meth-:u:|s | Extensions I Headers I Signakures I

—Request Headers

Maximum headers length (hytes);

—Requesk Payload
v allow any payvioad length

Maximum pavload length (bytes):

—URL Prokection
Mazirnurn URL length (bytesh: 10240

i

Maxirurmn guery length (bytes): 10740
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—Executables

™ Block responses containing Windows executable content

2k Zancel apply

Figure 2 : General settingsfor ISA Server 2006 HTTP filters.

Request Header

Maximum Headers length (bytes) : is the maximum number of bytes for an HTTP request in the URL and HTTP
Header until ISA Server removes the request.

Request Payload

Maximum payload length (bytes) : With this option you can limit the maximum number of bytes for users when
sending requests such asHTTP POST in the Web Server environment.

URL -Protection

Maximum URL Length (Bytes) : The maximum length of a URL is allowed.
Maximum Query length (Bytes) : the maximum length of aURL in an HTTP request.
Verify normalization

You can select this check box to specify the URL path requirements containing uppercase characters after the



lowercase letters and will be replaced with lowercase letters. Normalization is the process of decoding encrypted
URL requests. After decoding, the URL will be normal again to make sure that the program does not use the%
character when coding the URL. If the HTTP Filter finds a different point in the URL after the second
normalization, the requests will be removed.

Block High bit character

URL paths containing Double-byte Character (DBCS) or Latinl will be removed if this setting is enabled. A
normal trigger setting will remove languages ??that require more than 8 bits in the character display.

Executables

Remove responses that contain Windows executable content. This option eliminates the download and execution
of executable content such as EXE files.

Next we will configure the allowed or removed HTTP methods.

Configure HTTP policy for rule 2| %]
Gereral  Methods |Exten5inns l Headers I Signatures I
specify the action kaken For HTTP methods:
Block specified methods (allow all others) j
Method | Description | Add. ..
Edit...
Fenmove
(0] 4 Zancel apply

Figure 3 : HTTP methods

In this example we are removing the HTTP POST command so no one can upload content to external websites.



Method x|

Specify an HTTF method:

M ethiod:

bethod iz caze-zenzitive. For example: POST

Dezcnption
[optional):

[k I Cancel

Figure4

Remove executables

With this option you can remove or allow some specific file extensionsin the Firewall (Firewall) rule.



Configure HTTP policy for rule i el

izereral I Methods  Extensions |Header5| Signatures I

Specify the action taken for file extensions:
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. EXE

Edit...
Remove
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Ik Zancel Apply

Figure5: Use ISA Server 2006 to remove some file extensions

Removerequeststhat contain vague extension names
This option instructs the HTTP filter to remove all extended file names ISA Server 2006 cannot be identified.

In this example we will remove access to the .EXE file extension name.



Extension x|

Specify an extenzion:

Extension: |.,E?=‘1E

Example: exe

D ezcrption
[opticnal):

[k I Cancel

Figure 6 : Removing the extension file name .EXE

HTTP Header control

When a Web Client sends a request to the Web Server or the Web Server responds to the request, the first part of
the answer isan HTTP request or HTTP response. After the HTTP request or HTTP response, Client or Server
sends HTTP Header. The Request Header field allows the Client to send additional information to the Server.
HTTP Header contains information about browsers, operating systems and licensing details . The client Header
uses the User-Agent distribution to determine which application is responsible for executing the request.

With the help of the HTTP Filter, you can remove certain HTTP Headers if you want.
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General I Methods | Extensions Headers |Signatures I

Allovy all headers except the Following:
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Change ka:
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Figure 7 : Header section of the HTTP Filter filter.

The settings in the Server Header field give the administrator the ability to control the removal of HTTP Headers
or edit HTTP Headers in replies and some other settings.

In the example below we use the HTTP Header component in ISA Server 2006 to remove Kazaa, the
information is on the Request Header.



X

Specify an HTTP header to block:

Search in: Request headers j
HTTP header: K-Kazaa-Metwark:
ik Cancel

Figure 8 : Eliminate Kazaa

Symbolsin HTTP Filter

An HTTP symbol may exist in the HTTP body or the header. Y ou can use HTTP symbols to deny execution on
specific applications. To find a specific HTTP symbol, you must know which signature is used for which
application. Some documents on the Internet can help you get more information about HTTP symbols, but you
can also use network sniffer to identify these symbols. | will show you how to use the network sniffer below.

I mportant :
Filtering HTTP symbols in ISA Server 2006 can only be performed when requests and responses are UTF-8

encoded.



Configure HTTP policy for rule i 2=
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Figure 9 : Removing HTTP symbols

In the example below we will remove access to the Windows Live Messenger protocol.




signature x|

Specify a name for this signature search:

Marne: Windaws Live Messenger Block
Description This signature blacks Windows Live
{optional); Messenger

—Signature Search Criteria |

Search in: Request headers j
|
HTTP header: User-Agent:
Specifv the signature to block:
Signature: Windaws Live Messenger jl
Evterange ———— Format
Fram: 1 = Text
To: 100 € Binary
(a]'4 Zancel

Figure 10 : Remove Windows Live Messenger

If you want to know more about application signs, please click here.

| mportant :
ISA Server 2006 only checks the first 100 bytes in the request and response body. You can increase the

maximum number of bytes but this will make some Server implementations less effective.

HTTP error message if HTTP Filter removes content



Metworle Access Message: The page cannot be displayed

Explanation: There is a problem with the page you are trying to reach
and it cannot be displayed,

Try the following:

» Refresh page: Search For the page again by clicking the Refresh
button. The timeout may have occurred due to Inkernet
congestion,

» Check spelling: Check that vou typed the Web page address
correctly, The address may have been mistvped.

» Access from a link: If there is a link to the page vou are looking
for, trv accessing the page From that link.

IF wou are still not able to view the requested page, try contacting wour
administrator or Helpdesk.

Technical Information {for support personnel)

» Error Code! 502 Proxy Error, The request was rejected by the
HTTP filter, Contact vour 154 Server administrator, (122173
IP Address: 192,9.200.114
Date: 07,02, 2007 13:09:02 [GMT]

Server: 1341 isadom.inkernal
Source: web Filker

Figure 11 : Notice of HTTP Filter access

Find out how specificHTTP Headersare

To find unknown HTTP symbols, you can use a network sniffer like Windows Netmon 3.0 to detect HTTP
network traffic.

The illustration below shows a sample network pattern detection on Microsoft Netmon 2.0, but you can use any
other network monitoring program such as Wireshark (formerly Ethereal).

Figure 12 : Detecting Netmon HTTP

This example provides a type request (GET), requires HTTP Header (HTTP / 1.1) User-Agent (Mozilla/ 4.0)
and asymbol (MSIE 6.0).

HTTPFILTERCONFIG.VBS

You can use HTTPFILTERCONFIG.VBS from directory C: PROGRAMMEMICROSOFT ISA SERVER 2006
SDKSDKSAMPLESADMIN on the ISA Server 2006 SDK to import and export HTTP-Filter configurations.



7 Bingabeoaulforderung =

. flls Rechte vorbehalten.

Uz age =
httpfilterconfig.vbs Action RuleHane FileMane

et ion:
export — Exports the HITP Filter Fi ion from the

import — Imnports the HITP Filter zion to the s

Figure 13: HTTPFILTERCONFIG.VBS on the ISA 2006 SDK
Conclude

In this article we learned how the ISA Server 2006 HTTP filter works. The HTTP Filter in ISA Server 2006 is a
great tool to remove some dangerous content to protect against malicious code. or Trojan, worm. You can also
use the HTTP Filter to remove specific HTTP symbols. Removing these symbols will help administrators restrict
certain types of applications such as Windows Live Messenger. These types of applications are created from
HTTPif the protocol is normally removed by restrictive portions of the firewall.

Y ou finished reading the article "Configure | SA Server 2006 HTTP Filter" edited by the TipsM ake team. We
hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on

tips and guides. Thank you for reading and for following us regularly.
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