l ipsMake.c.,m

TipsMake > System >Server >

Compare Nginx and Apache

Thetruth is that both Apache and Nginx are at the core of the complete web stack (LAMP aswell as LEMP) and
the final choice depends on the needs of each individual.

For two decades, Apache has changed the web hosting market which is gradually shrinking day by day. Nginx is
not only catching up with Apache, but is also the choice of many high-traffic websites. Apache users may
disagree on this issue. That is why it is difficult to conclude which web server is better. The truth is that both
Apache and Nginx are at the core of the complete web stack (LAMP as well as LEMP) and the final choice
depends on the needs of each individual.

For example, people running Drupa websites often choose Apache, while WordPress users seem to favor Nginx
more. Accordingly, the goal of this article is to help you better understand your own requirements, instead of
providing stereotypical suggestions for everyone. The following comparison between Nginx and Apache will
give you an accurate overview.

I|sNginx or Apache a better server?
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1. Popularity

By 2012, more than 65% of websites were based on Apache. The popularity is not just because of the long
history of Apache. This is one of the first pioneering software for the development of the World Wide Web.
However, times have changed. According to W3Tech.com, since January 14, 2019, the number of websites
using Apache servers (44.4%) is only slightly higher than Nginx (40.9%). Nginx and Apache dominate nearly
85% of the web server market.
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Percentages of websites using various web servers
Mote: a website may use more than one web server

When it comes to high-traffic websites, the following chart is interesting. Nginx is on Apache, but it is under
Google Servers, a service that provides servers for websites like YouTube, Gmail and Drive.
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A large number of websites have moved from Apache to Nginx. Clearly, Nginx is considered a new and more
trendy web server. High-traffic websites on Apache, for example, Wikipedia and the New Y ork Times, often use
HTTP front-end proxies like Varnish.

Conclusion : The gap in popularity between Apache and Nginx is closing very fast. In this regard, Apache and
Nginx blend.

2. Speed

The main feature of a good web host is that it hasto run fast, as well as easily respond to connections and traffic
from anywhere. To measure server speed, the article compared two popular travel sites based on Apache
(Expedia.com) and Nginx (Booking.com). Using an online tool called Bitcatcha, comparisons are made to
multiple servers and are measured based on Google's 200 ms benchmark. Booking.com based on Nginx is
ranked 'exceptionally fast'. In contrast, Apache.com-based Expedia.com is ranked 'above average and can be
improved'.

If you've used both travel sites multiple times, you can confirm that Expediais a bit slower when returning query
results than Booking.
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Here is a comparison between the two servers for a few other websites. Nginx is faster in most of the cases
below with one exception.

Craigslist Forrent Personals/Rent Nginx

NewsWeek MakeTechEasier Blogs Neginx

Expedia Booking Travel Websites | Nginx

CBS Sydney Moming News Apache
Herald

Select Website Server Speeds Compared at Ertps:.-".-"w“-'w.bitcatch.a.com

Conclusion : Nginx won this round.

3. Privacy

Both Nginx and Apache take security very seriously on their websites. There is no powerful system that has no
countermeasures against DDoS attacks, malware and phishing. Both servers periodically publish security reports
and advice, ensuring that the security aspect is enhanced at every level.

Conclusion : Nginx and Apache are tied in this round.

4. Concurrent connection

One thing to note isthat Apacheis, in away, incomparable to the size and capabilities of Nginx. After al, Nginx
was originally designed to speed up FastCGIl and SCGI processors. However, from Apache 2.4 onwards (the
default version), there has been a drastic improvement in the number of concurrent connections. How much this
improvement has progressed is worth exploring.



Based on the tests at L oadimpact.com, the article compares Booking.com (Nginx) with Expedia.com (Apache).
For 25 virtual users, the Nginx website can record 200 requests per second, 2.5 times higher than Apache (80
requests per second). Obvioudly, if you have a dedicated high-traffic website, Nginx is a safer option.
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Conclusion : Nginx won this round.

5. Flexibility

A web server must be flexible enough to allow customizations. Apache does that quite well, through the use of
.htaccess tools that Nginx doesn't support. It allows decentralized admin tasks. Third party administrators and
secondary administrators may be prevented from accessing the main server. Moreover, Apache supports more
than 60 modules, making it highly scalable. That is why Apache is more popular with shared hosting providers.
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mod_access_compat
Group authonizations based on host (name or P address)
mod_actions
Execute CGI scripls based on media type or request method.
mod_alias
Provides for mapping different pars of the host filesystem in th

med_allowmethods
Easily restrict what HTTP methods can be used on the senvar

med_asls i » <Files wp-login.php>
Sends files that contain their own HTTP headers

mod_auth_basic Order Deny, Allow
Basic HTTP authentication

mod_auth digest T “a
User authenlication using MDS5 Digest Authentication Allow from 182

Deny from All

mod_auth_form Allow from XXX.XXX.X.>
Form authentication :
</Files>
mod_authn_anon

Allgws "anonymous” user access 1o authenticated areas

med_authn_core
Core Authentication

med_authn_dbd
User authentication using an SQL database

Conclusion : Apache won this round.

Other parameters

Previously, Nginx did not support the Windows operating system very well, unlike Apache. However, thisis no
more. In addition, Apache has also been considered quite weak in terms of load balancing and reserve proxy. But
things have changed now!

Final result

Nginx narrowly won with a score of 2-1. That said, the objective comparison between Nginx and Apache in
terms of specifications gives a complete picture. The final conclusion is that both web hosts are useful on their
own.

Although Apache should be used with front-end servers (which Nginx itself is an option), Nginx may be better
with more customization and flexibility.

Y ou finished reading the article "Compare Nginx and Apache" edited by the TipsM ake team. We hope this
article has provided you with many useful tech tips and tricks. Y ou can search for ssimilar articles on tips and
guides. Thank you for reading and for following us regularly.
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