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Chrome and Firefox have a serious security flaw,
thereisnoway tofix it

This security flaw first appeared in February, and was later fixed by Google via an update to the Google Chrome
browser. However, this security hole has recently reappeared on Chrome 67 and most likely has 'evolved' to be
harder to destroy than before.

This security flaw first appeared in February, and was later fixed by Google via an update to the Google Chrome
browser. However, this security hole has recently reappeared on Chrome 67 and most likely has "evolved" to be
harder to destroy than before.

According to Google Chrome, online fraudsters will use this bug to trick users into spending money to ‘fix’
system errors that do not exist. Mozilla's Firefox is also affected by a similar security vulnerability.

When encountering this bug, the victim will first see a fake warning screen about a system error. Then, the
malicious code will trigger the browser to constantly save afile to the drive until it crashes. The whole process
only takes 10 seconds to make users feel anxious. In addition, the warning message also has a phone number for
users to contact through support but is actually the phone number of the bad person. When the user calls, the
hacker will pretend to be a Microsoft software engineer and borrow the troubleshooting name to find out how to
retrieve the user's bank account information.


https://tipsmake.com
https://tipsmake.com/c/information/
https://tipsmake.com/c/technology-story/
https://tipsmake.com/chrome-and-firefox-have-a-serious-security-flaw-there-is-no-way-to-fix-it

dl|z|=] =

f v Microsoht Notice x N

“ ¥ | (D windows.microsoft.com.msf-helpinfo/_ windows/6 W

Confirm Navigation

YOUR ISP HAS BLOCKED YOUR PC. ™

WARRN 8163

Error £ 288D3
Call Microsoft mmediately at: +1-888-876-8163
Do not ignore this critical alert,

Windms has de i you close this page, your PC access will be disabled to arware on your
prevent further damage to our network.

Your PC has alerted us that it has been infected with a virus

We will now perrc and spyware. The following information is being stolen_

id eliminate any

Facebook Login
» Credit Card Details
> Your ISP Account Login
. > Photos stored on this PC,
You must contact us mmmediately so that our engineers can
walk you through the remeval process over the phone.

Wa rn ] r Please call Microsoft within the next 5 minutes to prevent T_mja ns

your PC from being disabled

Call Microsoft: +1-888-876-8163

PLEASE - iDIATELY

Prevent this page from ereating addibonal dalogues

Lo |

Warning fake will have the same interface as in the picture above.

This fake warning often approaches users through hacked official websites or malicious code ads. The hacked
programming interface is called window.navigator.msSaveOrOpenBIlob.

While Chrome and Firefox are suffering from this vulnerability, it is surprising that Apple and Edge's Safari
browsers are not affected at all.

Currently, Google islooking for waysto fix this vulnerability. Firefox is also rushing to investigate the incident.

If you encounter this warning, turn it off because it is just a very normal pop-up. If the browser has crashed
many times, turn off the browser and press Ctrl + Shift + T to turn off the disabled tabs.

If you can't turn off the browser, press Ctrl + Alt + Delete to open the Task Manager management screen and
turn off Chrome or Firefox there.

If Mac computers suffer from this vulnerability, press the combination Command + Alt + Esc then the Force
Quit browser.

Currently, this vulnerability has only been exploited in the US, but users in Vietnam should still be cautious and
alert.
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Y ou finished reading the article "Chrome and Firefox have a serious security flaw, thereisno way to fix it"
edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou
can search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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