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Check the TM G 2010 virtual private network server
- Part 3: Configure TMG Firewall asL2TP /I Psec
Remote Access VPN Server

In Part 3 of this series, | will show you how to configure TMG Firewall asthe L2TP / IPsec Remote Access
VPN Server.

Network Administration - In Part 3 of this series, | will show you how to configure TMG Firewall as an
L2TP /IPsec Remote Access VPN Server.

>> Check the TM G 2010 virtual private network server - Part 1
>> Check the TMG 2010 virtual private network server - Part 2

In the previous article in this series, | showed you how to configure TMG firewall to make PPTP remote access
VPN server. Asyou can see, configuring the TMG firewall to make the PPTP remote access VPN server is quite
simple. That'swhy PPTP VPN servers are so popular.

In this section we will show you how to configure the TMG firewall asan L2TP/ IPsec VPN server. Need to say
that this is a simple configuration like the PPTP VPN server configuration. That's because, if you want to
configure the L2TP / 1Psec remote access VPN server correctly, you need to handle the certificates. Obviously
you can avoid all certificate issues by using pre-shared keys, but pre-shared keys are usually unsafe keys and
they are almost impossible to expand. We will show you how to use a pre-shared key at the end of this section
but first let ustake alook at how to do it differently.

In order for all components to work in the safest environment for L2TP / IPsec, make sure you have the
following:

e The TMG firewall must have a server certificate with the common name that the VPN client will use to
connect to the VPN server. This means that the VPN server on the Internet must be able to identify this
generic name into an IP address on the external interface of the TMG firewall.

e The TMG firewall must trust the CA that issued the server certificate used by the VPN server. In the
example used in this article, the TMG firewall is adomain member and an enterprise CA and isinstalled
on the domain controller, so the CA certificate is automatically installed on the TMG firewall becauseit is
amember. domain.

e The VPN client must trust that the CA hasissued the TMG firewall server certificate used by the VPN
configuration. Because the VPN client in the example we used in the lab is adomain member, it will have
the CA certificate installed in its Trusted Root Certification Authorities repository.

Server configuration
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Let's start by looking at the Certificates MMC on the TMG firewall. The focus here is the machine certificate
store, as shown in Figure 1 below. Note that the computer seems to have installed a certificate. However, thisisa
computer certificate that is automatically installed for autoenrollment. We cannot use this certificate for L2TP /
I Psec because the generic name on the certificate is not a name that can be resolved on the Internet. In addition,
we redlly don't want to disclose the TMG firewall's name to potential intruders, so that's one reason not to use
this certificate, even if we can.
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Figure 1

Once here, let's create a certificate. Right-click in the middle pane of the interface and point to All Tasks then
click Request New Certificate, as shown in Figure 2 below.
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Figure 2

Click Next on the Certificate Enrollment page, as shown in Figure 3.
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] _.| Certificate Enroliment

Before You Begin

The: folowing steps wil help you install certificates, which are digital credentials used to connect to wireless networks,
protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the folowing:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate




Figure 3

On the Select Certificate Enrollment Policy page, see Figure 4, click Next .
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L) Certificate Enrollment

Select Certificate Enrollment Policy

Certificate envolment policy enables envaliment for certificates based on predefined certificate templates. Certificate
enrolment policy may already be configured for you.
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Active Drrectory Envollment Polcy

Configured by you Add New

Figure 4

In Figure 5 below, you can see the Web Server certificate, which is the sample certificate we want to use.
However, this template is not available to us. Here, you may start to suspect that maybe things won't be as easy
asyou think.
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gl Certificate Enrollment

Request Certificates

You can request the folowing types of certificates. Select the certificates you want to request, and then dick Enroll.

The permessions on the certificate template do not allow the current user to enroll for this type of :l
certificate.
You do not have permission to view this type of certificats,

[~ Web Serves ¥ STATUS:Unavailable
The permissions on the certificate template do not allow the current user to enroll for this type of
certificate,
You do not have permisson to request thes type of certificate,

[~ Workstation Authentication 2 STATUS: Unavailable
The requested certificate template i not supported by this CA.
A valid certification authority (CA) configured to ssue certificates based on this template cannot be j

located, or the CA does not support this operabon, or the CA is not trusted.

¥ Show all templates
Learn more about certificates

Figure 5

What should be done now? You may recall that we used the enroliment site during the Windows Server 2003
period. Let'stry it. In Figure 6 below, you can see that we have entered the URL http:/// dcl/ certsrv . It seems
that we do not install the enrollment site on the certificate server.



/2 brorpessage - windows intemet xplorer SN ol

r—

Q w [g] nttp:/jocticent x| Bl4 x| e Lo~
-+ Favorites G ﬂ_ arips Sitgp v E a re Galery *
£8 Error Message | | f5 B - (Ym0 - Page~ Safety~ Toos~ i~
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Explanation: The IP address for the website you requested could not be
found.

Try the following:

* Refresh page: Search for the page agan by diding the Refresh
button. The timeout may have occurred due to Intemeat
congestion.

* Check spelling: Chedk that you typed the Web page address
correctly, The address may have been mistyped.

* Access from a linkc If there is a Ink to the page you are looking
for, try accessing the page from that link.

If you are stil not able to view the requested page, try contacting your
administrator or Helpdesk:,

Technical Information (for support personnel])

® Error Code 11001: Host not found

= Badground: This error indicates that the gateway could not find
the IP address of the websits you are trying to acoess. Thisis
usally due to a DNS-related error.

« Date: 4/18/2010 2:41:03 PM [GMT]

® Server: TMG2010RTME, msfrewal.org

* Source: DINS error

z
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Figure 6

Now we need to point out what to do. We can go back and install the Web enrollment site, but this doesn't really
fix the problem because of changes in Windows Server 2008 and the versions on it don't let you get the
certificate. The server is from the Web enrollment site, so that option is irrelevant. We can create a new
certificate template and configure the permissions on the template so that we can use the Certificates MMC to
gain certification. However, if you do that, we will see that you cannot request a certificate from the TMG
firewall because by default the TMG firewall's policy will lock down DCOM communications required to
request certificates through MM C. We can change System Policy to enable these certificates and then request the
certificate, eventually changing System Policy back, but that method seems quite complicated and sophisticated.
Alternatively, we can create an offline request using the Certutil tool, then use it for CA and receive the
certificate, but most of us don't remember the command, and it doesn't really mean that Good in use.

What we search for is a simple way to get a certificate by using something we are running. Fortunately, the Web
server role is now installed on the domain controller, because we want to use the website to test the connection.
Or, that's a solution: Y ou can use the 11S interface to request a certificate for the TMG firewall and then copy it
to the firewall after you're done. A very simple way to do it.

In Figure 7, you can see the I nternet I nfor mation Services console. Click the computer name in the left pane of
the interface. In the middle pane of the interface, you will see the Server Certificates icon. Double-click this
Server Certificatesicon.
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In the right part of the interface, click the Create Domain Certificate link , as shown in Figure 8.

Import...

Create Certificate Request. ..
Complete Certificate Request. .,

Create Domain Certificate. ..

Create Self-Signed Certificate. ..

l& Help

COnline Help




Figure 8

This will open the Create Certificate wizard. On the Distinguished Name Properties dialog box, the most
important item is Common name . The name you enter in this text box must match the name you use to connect
to the VPN server, this name must resolve to the IP address on the external interface of the TMG firewall (or if
the TMG firewall is behind NAT devices, it must resolve to a public address on a NAT device that accepts
connections and forward them to the external interface of the TMG firewall). The remaining items on this page
are not very important, but you need to fill them out completely, as shown in Figure 9 below. Click Next .

Create Certificate

Distinguished Name Properties

=

Spedfy the required information for the certificate. State /province and City locality must be specified
as offidal names and they cannot contain abbreviations.

Common name: van.msﬁreu\'all.org

Organization: ITACTEAM

Organizational unit: lllalkas—

City locality IDaIIas

State/province: ITexas

Country fregion; IUS j

Figure 9

On the Online Certificate Authority page, shown in Figure 10, click Select .
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g“ Online Certification Authority

Spedify the certification authority within your domain that will sign the certificate. A friendly name is
required and should be easy to remember,

Spedify Oniine Certification Authority:
! [seea. ]
Friendly name:

Figure 10

This will open the Select Certification Authority dialog box. In Figure 11 below, you can see that we have an
existing CA, msfirewall-DC-CA name . Select CA and click OK .

Select Certification Authority

Select a certificate authority you want to use:

Certificate Authority | Computer |
msfirewall-DC-CA DC.msfirewall.org

Figure 11

The name of the CA will appear in the Specify Online Certificate Authority text box. Enter a name for the
certificate in the Friendly Name text box. In this example, we assigned the name L2TP Certificate , as shown

in Figure 12. Click Finish .



crestecenae 2

L Online Certification Authority

W

Specify the certification authority within your domain that will sign the certificate. A friendly name is
required and should be easy to remember.

Speafy Online Certification Authority:

|msfirewall-DC-CADC msfirewall.org Select... I
Example: CertificateAuthorityName\ServerName

Friendly name:

L2TP Certificate

Figure 12

When you're done, you'll see the new certificate in the list of Server Certificates. In Figure 13 below, you can
see L2TP Certificatein thelist.

G‘f Server Certificates

Use this feature to request and manage certificates that the Web server can use with Web sites configured for S5L.
Name + | issuedTo | 1ssued By | Expiration Date Immum l
DC.msfirewal.org msfrewal-DC-CA  1/10/20116:01:15... F83806B151044792E12C5538A..
msfirewall-DC-CA msFrewa_I‘pE-CA 1]10!3]15 5:07:36 , 604 52C 10004D645CB46 735E 5C. .
LZTP Certifcate vpn.msfirewall.org  msfrewal-DCCA  4/17/2012 8:02: m  9D68IECAC28361179C0AB4ICE. |

Figure 13

In order for the certificate to go through the TMG firewall, we must export the certificate. Right-click L2TP
Certificate and click Export , as shown in Figure 14.



Uil Server Certificates

Use this feature to request and manage certificates that t

Mame = | Issued To | Issued By |
DC.msfirewall.org  msfirewall-DC-CA
msfirewall DC-CA  msfirewall - DC-CA

W

Import...

Create Certificate Reguest...
Complete Certificate Request. ..

Create Domain Certificate...

Create Self-Signed Certificate. ..

View...
Export...
Renew...

K Remove

{@J Help

Online Help

Figure 14

On the Export Certificate page, use the"." button, see Figure 15.
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Password:

Confirm password:

8.4 Cancel

Figure 15

In the Specify save as file name text box, as shown in Figure 16, select the location in the left panel, then enter
the name of the exported certificate file in the File name text box and click Open .
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Figure 16



In the Export Certificate dialog box, shown in Figure 17, enter the password and confirm the password, and
then click OK .

2]
Export to:
[C: Wsers\Administrator \Documents \vpncert. pfx

Password:

Confirm password:

Iiiiiiil“

Figure 17

Copy the certificate to the TMG firewall. After you copy the certificate to the TMG firewall, open the
Certificates MMC console and navigate to Certificates (Local Computer) PersonalCertificates in the left
pane of the interface. In the middle pane, right-click an empty section, point to All Tasks, click Import , as
shown in section 18.
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| Smart Card Trustec Line up Icons

| Trusted Devices

Help

Figure 18



Doing so will open the Certificate Import Wizard. Click Next in the Welcome to the Certificate Import
Wizard page, see Figure 19.

x|
Welcome to the Certificate Import
Wizard
S This wizard helps you copy certificates, certificate trust
] lists, and certificate revocation kists from your disk to a
= certificate store.

[
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Figure 19

Onthe Fileto Import page, see Figure 20, click the Browse button and locate the certificate. The path and name
of the certificate will appear in the File name text box. Click Next.

Certificate Import Wizard x|

File to Import
Spedfy the file you want to import,

File name:

C:\WUsersadministrator MSFIREWALL \Desktop\wpncert.pfx Browse. .. I

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS £12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKICS #7 Certificates (.P7E)
Microsoft Serialized Certificate Store {(S5T)

Figure 20

On the Password page, see Figure 21, enter the password you created when exporting the certificate. In this
example, we selected Mark this key as exportable. ?ay s? ???c phép b?n ?? ??ng nh?p ho?c t?i thong béao ¢
?ab?n t?i m?t th?i gian sau . Click Next .
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i Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

I” | Enatile stronig private key protection, iou Wil be prompted every-time the
private key is used by an application it youenable this option:

¥ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

¥ Indude all extended properties.

Learn more about protecting private keys

Figure 21

On the Certificate Store page, see Figure 22, select the option all certificates in the following store . Click
Next .

I =
i Certificate Import Wizard ) |

|
Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

" Automatically select the certificate store based on the type of certificate
¢ Place al certificates in the following store
Certificate store:

Personal Browse... |

Figure 22

On the Completing the Certificate Import Wizard page, Figure 23, click Finish .



Completing the Certificate Import
i Wizard

f: ﬁJ The certificate will be imported after you dick Finish,

L:-:;‘.’ You have specified the following settings:

Certificate Store Selected by User JEEGE
Content PFX
File Mame C:\Usersiadministrate

Figure 23

Now, click OK in the dialog box informing you that the import process was successful, see Figure 24.

Certificate Import Wizard x|

The import was successful,

o |

Figure 24

When finished, you will see the certificate in the middle pane of the console, see Figure 25.
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Figure 25

Open the TMG firewall interface and click the Remote Access Policy (VPN) button in the left pane. In the right
pane of the interface, click Configure VPN Client Access, as shown in Figure 26.

fTﬂSkE '\‘Help‘

VPN Chents Tasks

(§) Disable VPN Client Access
#M Configure VPN Client Access
5 Configure Quarantine Control

Figure 26

On the VPN Clients Properties page, see Figure 27, check the box select Enable L2TP / I Psec and then click
OK .
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VPN Clients Properties |

General I Groups Protocols | User Mapping I Quarantine i

Select the tunneling protocols available for remote access connections:

¥ Enable PPTP

PFTP provides a secured connection method for remote access.

v Enable LZTP/IPsec
LZTP/IPsec provides a highly secured connection method for remote

access, Certificate authentication is the default authentication method
for this protocol,

[ Enable S5TP Select Listener, .,

S5TP provides a highly secured connection method for remote access
over 551, Use this method if remote dients are connecting from
environments that prohibit non-HTTPS traffic {such as hotels and
public access points).

Figure 27

Click Apply to save the changes to the firewall policy, see Figure 28. Remember that you aways apply your

changes to them to take effect.

~ Forefront
Threat Management Gateway 2010

Apply | Discard | To save changes and update the configuration, dick Apply.

A

Figure 28

Client configuration

The server is now ready to use, we have traveled half the way. Now we will focus on the client. The first thing
we need to do is check to make sure that the CA certificate of the CA issued by the VPN server certificate isin
the Trusted Root Certification Authorities page . In Figure 29, you can see that msfirewall-DC-CA is aready

inthislist, so we'll continue on from here.
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In this example, we will use the same VPN connection that we used in the previous section. However, we have
to make some changes so that it will use L2TP / IPsec instead of PPTP. Open the Network Connections
window on Windows 7 client and click Properties, as shown in Figure 30.

@uv| & <« Netw.. » Network Connections » v |y [ search Metwork Co
Organize » Start this connection Rename this connection ="+ [l @
L"'. Lecal Area Connection v VPN Connection

—_— tacteam,net = ?'J-' Dizconnect—
S~ Intel{R) PRO/1000 MT Network C. £ WAN Mini| Connect

Status
Set as Default Connection
Create Copy
Create Shortcut

5 Delete

'  Rename

¥ Properties

Figure 30

Inthe VPN Connection Properties dialog box, click the Security tab. On the Security tab, in the Type of VPN
drop-down list, select the Layer 2 Tunneling Protocol with 1Psec (L2TP / IPsec) option , then click OK |, see
Figure 31. This will force the client to use L2TP / IPsec without using the VPN protocol. Click OK to save the
changes.



3 VPN Connection Praperties =

| General | Options | Securty | Networking I Sharingl
Type of VPN:

Layer 2 Tunneling Protocol with 1Psec (L2ZTP /1P Sec)
Secure Socket Tunneling Protocal (S5TF)
IKEvZ

Authentication
(") Use Bxtensible Authertication Protocol (EAP)

Properties

@ Alow these protocols

[7] Unencrypted password (PAF)
Challenge Handshake Authentication Protocol {[CHAP)
Microsoft CHAF Version 2 (M5-CHAP vZ)

[7] Automatically use my Windows logon name and
password (and domain, if amy)

| ok || Cancsl

Figure 31

OK! Now is the time to set up the VPN connection. After the connection is established, we can check to see the
details of the connection by right-clicking on the VPN connection and clicking Status, see Figure 32.



=S ol 5
@u. B v Metw.. » Network Connections » - |4y o
Crganize = Disconnect this connection Rename this connection  » Lo, 7| a
- Local Area Connection - VPN Connection
| R B T ome
_— acteann.ne s mihiresllong
& IntelR) PF g) WAN Miniport (LITP Disconnect
Status
Set as Default Connection
Create Copy

Create Shortcut
% Delete

® FRename

®  Properties

Figure 32

In the VPN Connection Status dialog box, click the Details tab. In Figure 33, you can see that L2TP/ IPsec is
used and 128-bit AES encryption is also being used.

= VPN Connection Status
| General | Details
Property Value
Device Name WAN Miniport {LZTP)
Device Type vpn
Authentication MS CHAP 2
Encryption IPsec: AES 128
Compression {nonge)
FPP multilink framing Off
Client IPv4 address 10.0.0, 108
Server IPv4 address 10.0.0.109
MAP State Mot MAP-capable
Metwork Adapter Used  Local Area Connection
Origin address 192.168.1.152
Destination address 192, 168.1.72

Figure 33

When we return to the TMG firewall console, you can see the Sessions section in the Dashboard , see Figure
34, that has a VPN Remote Client connection.
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Click the Monitoring button in the left pane of the console. Here in Figure 35, you can see the VPN client
connection. Note that the VPN connection type will be listed, as well as the name of the logged-in user. It also
includes information about whether NAP is used for connection. In the next section, we will show you how to
configure NAP and TMG firewall so that VPN clients must comply with the NAP policy before being allowed to

access the network.
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L2TP /I PSec does not need a certificate
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192,168, 1.152 External
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192.268.1.72 Local Host
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152,188, 1152
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10.0.0.2
192168, .72



We mentioned above, the best way to deploy L2TP / IPsec is to use certificates. However, if it's too fast, or you
can't set up a PKI1, you can use the pre-shared key instead. In Figure 36 below, you can see the Authentication
tab in the Remote Access Policy (VPN) Properties dialog box . At the bottom of this dialog box is a checkbox
that says Allow custom | Psec policy for L2TP connection, plus atext box named Pre-shared key . Note that
the pre-shared key is shown in clear text, remind you that this is not a safe option and that you need to use
certificatesinstead !!

Remote Access Policy (VPN) Properties x|

Acress Metworks I Address Assignment  Authentication | RADILS I

— Authentication Methods

Select the authentication methods used when the remote site gateway
or the remote YPN dient initates a connection to Forefront TMG,

¥ Microsoft encrypted authentication version 2 (MS-CHAPvZ)

[~ Extensible authentication protocol (EAF) with smart card or other
certificate

For MAP based guarantine, EAP must be configured. Help about
configuring EAP

Lize the protocols below only for VPN dients running on Windows 938 or
Windows NT 4.0 that do not have the latest VPN dient software
installed.

[T Encrypted authentication (CHAP). Requires reversible passwords.

[T Unencrypted password {PAP)

v allow custom IPsec policy for LZTP connection

Pre-shared key: | 123455730

Cancel Apply

Figure 36

The client also needs to be configured to use pre-shared keys. In the Properties dialog box of the VPN
connection, click the Security tab, as shown in Figure 37. Then click the Advanced settings button. Here you
can select the option Use preshared key for authentication and enter the pre-shared key in the Key text box.
That's all it takes. Easy as PPTP.



l = VPN Connection Properties |§E' I
| General ! Options | Security !__N_E.-t_wnrking | Sharing |

Type of VPN:
Ual || Layer 2 Tunneling Protocol with IPsec (L2TP/IPSec) R
| Advanced settings |
Jisg Data encryption:
| Require encryption (disconnect if server declines) ‘r]
‘B
Advanced Properties

o

@ Use preshared key for authentication

Key: 123456739

(7 Use certificate for authentication

Verify the Mame and Usage attributes of the server’s certificate

|_ oK ] l Cancel

Figure 37
Conclude

In this article, | have shown you how to configure the TMG firewall as an L2TP / IPsec VPN server. We have
gone through several different options for how to obtain the server certificate for the TMG firewall and then
installed the certificate into the firewall's computer certificate store. We have also made some necessary changes
to the firewall configuration to support L2TP / IPsec, making some necessary changes on the VPN client. We
then established the connection and confirmed that L2TP / IPsec is in use. The project was successful! In the
next article in this series, | will show you how to use NAP to increase the security of the TMG firewall based on
aremote access VPN server.

Y ou finished reading the article "Check the TM G 2010 virtual private network server - Part 3: Configure
TMG Firewall asL2TP / 1Psec Remote Access VPN Server" edited by the TipsM ake team. We hope this
article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and
guides. Thank you for reading and for following us regularly.
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