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Check the TM G 2010 virtual private network server
- Part 2: Configure TMG Firewall asthe PPTP
Remote Access VPN Server

In Part 2 of this series, | will show you how to configure the firewall to accept PPTP and L2TP/ IPsec
connections.

Network Administration - In Part 2 of this series, | will show you how to configure the firewall to accept
PPTP and L2TP / IPsec connections.

>> Check the TM G 2010 virtual private network server - Part 1

In the previous part of this series, an overview of the VPN configuration, we gave you an overview of the TMG
firewall's remote access VPN configuration interface. We also introduced the control available and the location
you can find them. Now in this next section, we will go into how to configure the firewall to accept PPTP and
L2TP/ IPsec connections.

PPTP Remote Access VPN Server

PPTP is the first remote access VPN protocol. It had a bit of a bad reputation before when it was discovered that
there was a security issue with PPTP, which was a vulnerability to password-based attacks. This problem has
been solved with the release of PPTPv2, but PPTP is still considered less secure than the VPN protocol
(according to security experts). This is because the authentication mechanism takes place outside the secure
encrypted tunnel context.

Now, if using complex passwords or using EAP / TLS user-based authentication mechanisms for your PPTP
connections, security issues will be easier to resolve. So unless you're in a high security industry or a place with
huge resources with PPTP supercomputersis still a good choice for remote access VPN protocols.

PPTP is preferred by I1SA and TMG firewall administrators for its operability. However, it must be said that
there are many PPTP situations that do not work, such as the PPTP client or PPTP server that islocated behind a
NAT device without a PPTP NAT editor or has a standalone NAT editor.

Therefore it is worth considering again because PPTP, unlike most other VPN protocols, is not what is till
called a'friendly firewall'. This raises the question as to why we do not use future remote access methods, such
as DirectAccess, instead of relying solely on traditional VPN methods. The reason for thisis that DirectAccessis
only available on Windows 7 clients and it heeds some other requirements that all of your clients may not be
able to meet, then the remote access VPN solution still exists and is an essential choice.
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You need to know that third-party firewalls only have a standalone PPTP NAT editor so only one outgoing
PPTP connection is done from within the firewall. In other cases, the NAT editor has so many errors that no
client can establish a connection from behind the firewall with the defective PPTP NAT editor. You can always
expect to be behind the RRAS NAT server or an ISA or TMG firewall, but sometimes that luck is not for you. In
such cases, you can try using another remote access VPN protocol or some other method for remote access to get
the information you need.

In the previous article of this series, we configured the VPN server to use DHCP to obtain |P addresses for
remote access VPN clients. We also enabled the default VPN protocol configuration, which is PPTP. The TMG
firewall is listening on the default external interface for remote access VPN client connections and using the
default authentication method, MS-CHAPv2.

Now let's [ook at the next steps. In our test we have a Windows 7 client to connect to a network outside of the
TMG firewall, then try a VPN connection. In our test, we have admitted that you already know how to create a
VPN connection on a Windows 7 client, so it is not recommended to show that process here.

Note: If you do not know how to do that, open the Networ k and Sharing Center and click on the Set up a new
connection or network link and follow the instructions in the wizard.

Before connecting, | want to introduce you to something in the VPN client configuration that can help you
troubleshoot some different VPN protocols. In Figure 1 below, you can see the Properties dialog box for the
VPN client connection. When you click on the Security tab, the Type of VPN drop-down list will appear. When
you open this list, you will see alist of VPN protocols that support remote access VPN clients. In this example,
we want to make the VPN client use PPTP. Select that option and create a connection.
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Figure 1

After creating the connection, you can right-click the VPN connection in the Networ k Connections window and
click Status . In the Status dialog box, click the Details tab, where you will see the details of the PPTP
connection. You can see the WAN Miniport (PPTP) protocol used, the authentication method and the IP
address information, as shown in Figure 2.
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Figure 2

In the TMG firewall console, the Dashboard directive, you can see the connection in Sessions as shown in
Figure 3 below.

SErver | Total Web Pr... | Forefro... | Secure... | VPN Remote Client I
TMG2010RTME 7 2 0 4 1

141 |

Figure 3

When switching to the M onitoring button in the left pane of the TMG firewall console and clicking the Sessions
tab, you will see the VPN client connection. If the VPN server is remotely busy, you can use the filtering feature
included in the Sessions tab and configure the filter to show only remote access VPN client connections. Note
that this button also provides information related to the VPN protocol used to connect the TMG firewall's remote
access VPN server aswell as the username of the connected user. See the figure shown in Figure 4 below.
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Figure 4

Easy? Now you know why administrators like to configure ISA and TMG as PPTP remote access VPN servers.
You can be attracted and enable EAP / TLS authentication, use RADIUS server and do some things to extend
PPTP VPN server security and configure access control - but if you Just want an easy and fast solution, PPTP is
what you need to choose (at |east from the configuration server).

However, all you have done so far is configure the TMG firewall to become a remote access VPN server and
verify that the PPTP connection can be established. What we haven't done is connect to the resources on the
intranet to make sure that the connection really works.

An easy way to test thisis to see if we can ping a domain controller on the internal network. The IP address of
the domain controller is 10.0.0.2 . Figure 5 below shows the result of the ping action.

Microzoft Windows [Uersion 6.1.76801
Copyright <c?» 2807 Microsoft Corporation. All rights reserved.

C:xUzersradministratorping 18.8.8.2

Request timed out.

Ping statistics for 18.8_8A.2:
Packets: Sent = 4, Received = B, Lost = 4 {188x loss).

C:Uszerssadministrator>_

Figure 5

What's up with that? TMG firewall requires many VPN connections. Remember, when setting up the TMG
firewall, by default, no traffic can move through the firewall. Y ou need to create rules that alow traffic to pass
through the firewall.

OK, let's create those rules.

On the left pane of the TMG firewall console, click the Firewall Policy button. In the right pane of the console,
click the Tasks tab. In the Tasks tab, click the Create Access Rulelink , as shown in Figure 6.
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Figure 6

In the Welcome to the New Access Rule Wizard dialog box, shown in Figure 7, enter the name of the rule in
the Access Rule name text box. In this example, we have named the rule VPN Clients to Internal and then
click Next .
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Figure 7

In the Rule Action page, shown in Figure 8, select the Allow option, since we want to use this rule to allow
traffic from the VPN client network to the internal network by default. Click Next .
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Figure 8



On the Protocols page, shown in Figure 9, you can choose which protocols are alowed from the source network
to the destination network (or computer or other network object). In this example, we allow al traffic from the
VPN client network to the internal network, so select the All outbound traffic option from the This rule
appliesto drop down list . Click Next .
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Figure9

On the Malware Inspection page, shown in Figure 10, we will select the option Do not enable malware
inspection for thisrule . The reason we choose this option is for convenience in this example. Note that in a
production environment, you need to protect clients from malware, because of split tunneling (the process of
allowing remote VPN users to access the Internet when allowed to access resources on the VPN, this method
gives alowing users to access remote devices such as printers in the network, while still able to access the
Internet) is disabled by default. Because split tunneling is disabled, VPN clients will have to access the Internet
through the resources you create on the corporate network. That resource could be another TMG firewall or web
proxy, or it could be the TMG firewall that the VPN client is connecting to to set up a remote access VPN client
session.

See page 2

In this example, we will not go into creating rules that alow Internet access when connecting to VPN - your
policies will determine if you want to allow Internet access while the VPN client is connected. no and want to
allow split tunneling when the VPN client is connected to the TMG remote access VPN server.
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Figure 10

On the Access Rule Sour ce page, click the Add button and click the Networks button. Then double-click the
VPN Clients Network and click Close in the Add Network Entities dialog box, as shown in Figure 11. Click

Next .
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Figure 11

On the Access Rule Destination page, click the Add button. In the Add Network Entities dialog box shown in
Figure 12, click the Networks button, and then double-click Internal Network. Click Close in the Add
Network Entities dialog box. Click Next .
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Figure 12

On the User Sets page, shown in Figure 13, use the default entry, All Users . Note that in a production
environment, you can restrict which users connect through this rule, or create other rules to apply to remote
access VPN clients. Be aware that, when a computer connects via a remote access VPN connection, the TMG
firewall will have the user context of the session. That's a good thing - because VPN clients are the same as
Firewall Clients (TMG Clients) where the user context is available for connections created through the TMG
firewall and alows you to create user-based rules. or a group of users to allow VPN clients to connect to
resources behind the TMG firewall.

Click Next .
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On the Completing page of the New Access Rule Wizard , shown in Figure 14, click Finish .
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Figure 14

In the middle pane of the TMG firewall console, you will see a new rule appear. Click the Apply button, see
Figure 15, to save the changes to the firewall policy.
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Figure 15

Now let's test the configuration, using the ping command to the domain controller on the corporate network. And
the result iswhat you see in Figure 16 below, it worked because the rule allowed the connection.

C:sllserssadministrator>ping 18.8.0.2

Pinging 18.8.8.2 with 32 hytes of data:
18.8.8.2: hytez=32 time=Y5msz TTL=12%
18.8.8.2: hytes=32 time=1ms TTL=127
18.8.8.2: hytes=32 time{dims TTL=127

Reply from 18.8.8.2: hytes=32 time=1ims TTL=12%

Ping statistics for 18.8.8_.2:
Packets: Sent = 4. Received = 4, Lost = B (B
Approximate round trip times in milli-—seconds:
Minimum = Bmz, Maximum = 75msz,. Average = 19ms

Figure 16

What else do we have to do? Since we have enabled all traffic, we can connect to SMB shares or at least see a
list of them on the domain controller. All you seeis as shown in Figure 17.
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Figure 17

So far everything we have done is good. Next, let's look at the TMG filewall log files, shown in Figure 18, and
find out what happens here. You can see details about the ping process that the VPN Clientsto Internal ruleis
allowed to ping the destination 10.0.0.2 . What is most interesting is that there is a user context, which is not
what you expect from non-firewall clients. However, as we mentioned earlier, when users connect as a remote
access VPN client, you will have user information through the firewall and this information can be used in
firewall rules. Note that when user information is received when done with the Firewall (TMG) client, we will



not have support for complex protocols as we do with the Firewall (TMG) client.

3/28/2010 8:25:25 AM  10.0.0.108 10.0.0.2 0 PING Initiate...
3/28/2010 3:25:28 AM  feB0::fd2e:681... ff02::c 1500 Unidentified IP Tr... Denied...
3/28/2010 8;25:30 AM  feB0::45f 4,.. ffi02:;:1:2 547 Unidentified IF Tr... Denied...
3/28/2010 8:25:30 AM  fe80::2438:b5... ff02::1:2 547 Unidentified IP Tr... Denied...
|

=

Initiated Connection

Log type: Firewall service

Status: The operation completed successfully,

Rule: VPN Clients to Internal

Source: VPN Clients (10.0.0.108:8)

Destination: Internal (10.0.0.2)

Protocol: PING

User: MSFIREWALL \Administrator

E Additional information
#» Number of bytes sent: 0 Number of bytes received: 0
» Processing time: Oms Original Client IP: 10.0.0. 103

Figure 18
Conclude

In the second part of this article series, | have shown you a simple PPTP remote access VPN connection. We
have configured the PPTP VPN server and then created an Access Rule to allow the connection between the
VPN client and the resources on the default internal network. However, PPTP is just the beginning, we think we
will start with afew simple things and move on to more complex configurations, so in the next part of this series
we will figure out how to develop. declare L2TP/ IPsec VPN server.

This deployment is a little more complicated because we need to deploy certificates for both VPN clients (CA
certificates) and TMG firewall (server certificates). This process requires dexterity because the admissions site
utility has changed for Windows Server 2008 R2, which means we won't be able to use that tool to get website
certificates easily. easy. In addition, there is a problem with RPC filter and this problem makes using MMC
certificates more difficult. Even so we will introduce you to the right solutions to solve those problems in the
next section.

Y ou finished reading the article "Check the TM G 2010 virtual private network server - Part 2: Configure
TMG Firewall asthe PPTP Remote Access VPN Server" edited by the TipsM ake team. We hope this article
has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and guides.
Thank you for reading and for following us regularly.
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