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Bewar e of phishing emailsimper sonating Facebook

Recently alot of people received emails sent from facebookmail.com, and these letters look exactly like any
Facebook notification emails, but thisis actually a rather sophisticated scam. of hacker...

QuanTriMang - Recently many people received emails sent from facebookmail.com address, and these
letters look exactly like any Facebook notification emails, but this is actually a pretty fraudulent form.
Sophisticated hacker . When users trust and click on those internal links, the ability to lose Facebook accounts
is huge.

Below is a screenshot from Facebook's email and hacker:

. ~ + commented on your status.
M from Facebook <update+m1kw77vm@facebookmail.com:
0 Reply to Comment
< @reply.facebook com>
0 © Damien Oh

18L& Tue, Jan 4, 2011 at 12:10 PM

subject commented on your status.
o-0Y  facebookmail.com

slgned-bY  facebookmail.com
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Hi Damien,

w4 commented on your status.

See the comment thread

Reply to this email to comment on this status.

Thanks,
The Facebook Team

here

Facebook email notification form
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Hi, you have notifications pending seam |

' Facebook <update+exhf15msvsih@facebookmail.com= 10:04 PM (10 hours ag
Eply-10 Facebook <updatetexh&13msvsih@facebookmail.com>

cale  Fri, Jan 7, 2011 at 10:04 PM
Sulye Hi, you have notifications pending

Warning: This message may not be from whom it claims to be. Beware of followlng any links in It or of provid
any parsonal Information.

Hi,

Sign in to Facebook

You haven't been back o Facebook recently. You have received notificalions and start connecting

while you ware gone.

Sign In

3 friend request

Thanks,
The Facebook Team

To login to Facebook, follow the link below:
hittpctfwasw_facebook. com'n/'?ind-friends %2 F Emid=96 1f385G 857401 cTEDG 3G 128
bcode=\]7aE#

iy
here

Email form similar to hackers

If you look at the interface, the layout will be very difficult to distinguish. Y ou need to pay close attention to the
following details:

- Title: the first point is the pending notification. In the test, we proceeded to log many Facebook accounts with
different registration emails, but never received any notifications that started with the notification pending ,
meaning that Facebook never sent an email request. Y ou log in to your account.

- The reply address is incorrect: normally, the From and Reply-to addresses are the same. In most cases,
nor eply @facebookmail.com means that you do not need to respond to these email notifications.

- Do not give personal names: correct email from Facebook usualy starts with Hi + your name , while email of
hackersonly hasHi .

- Content of email: if you log in to Facebook at least 1 time aday, so if you receive a message like Y ou haven't
been back to Facebook recently , it is definitely fake. Besides, if there is a message like 3 pending friends
requests, it can't be trusted.

- The links do not point to FaceBook.com: the most important and recognizable clue is when hovering over the
linksin the email, not pointing directly to facebook.com, but instead being buildyourvision.com:



Hi, you have notifications pending s« |x

Facebook to me 10:04 PM (12 hours a¢
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facebook
Hi,
Sign in to Facebook
and start connecting

You haven't been back to Facebook recenily. You have received notifications

while you wers gone. W

3 friend request

Thanks,
The Facebook Team

Te legin to Facebook, follow the link below:
hittpciiwwiw_ Tacebook_comind ?ind-Triends Yo2F &mid=56 Iﬁ'—)[{w 9574b1cTINIGIG12E
beoge=VTaE&n_m=gamien.ofw|%40gmail.com

damien.ohwi@gmail.com

here

Facefonk nc PO fox 10005 Pl Alte 2494303 | jnle not pointing to facebook.com
buildyourvision.com/peninsula.html é——

Hopefully some of these basic tips can help you avoid permanent dangers on Facebook and other popular social
sites. In case of uncertainty about the strange emails you receive, it is best not to open and read them. Good |uck!

Y ou finished reading the article "Bewar e of phishing emails imper sonating Facebook" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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