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Bewar e of deceptive and spreading malicious code
via notification links of Google Alert

Google Alertsis a useful and widely used service around the world.

Google Alertsis a useful and widely used service around the world, allowing you to receive the latest email or
RSS notifications appearing in the Google search index related to the keywords that have been indicated. you are
following.

However, as usual, al good and widely used services and applications are even more likely to become targets of
cybercriminals. In recent times, there have been many cases of reports of hackers using Google Alert notification
links (links) as a means to deceive as well as spread malware, making many Users who accidentally become
victims without even knowing it.

Cooglé

ALERT

Google Alertsis a useful and increasingly widely used service around the world

1. Instagram account of a series of famous stars hacked and used as a means of fraud

How Google Alertsworks

Before we learn about how hackers take advantage of Google Alerts to deploy malicious activities and
precautions, we need to know how this service works.
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Google Alerts, basically, is a service that allows users to subscribe to email notifications of the latest information
related to the keywords they searched for. In other words, this service helps you query and find the latest
information automatically, selectively and effectively related to a certain keyword or topic. For example, you ask
Google Alerts to search, aggregate and select all information related to the keyword 'car' by day or by month.
Google Alerts will return to you all the information related to the 'car' that you are interested in, such as newly
launched car models of a certain manufacturer.
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Google Alertswill return to you all the information related to the keywords you are interested in

So who will benefit the most from Google Alerts? That must be business executives, SEO experts, and
especially bloggers or people working in the field of online marketing, because they will not have to spend too
much time searching for topics that many Other people are also interested, thereby creating better ideas for the
work to be done.

In general, Google Alerts can offer the following benefits:

1. Support SEO activities, website devel opment, blog.

2. Supporting effective marketing campaigns based on market trends data.

3. Support tracking special topics or keywords on the internet

4. Support updating special information according to a certain cycle, such as promotions, discount codes by
day, month, year .

Cyber ??security researchers have also been using Google Alerts for years to monitor various maware and
security trends. For example, over the past year, international security researchers have noticed that hackers are
tending to insert their malicious websites into Google's search index so that they also appear in the Google Alerts
notifications are sent to users.

When users accidentally click on one of these malicious messages, they will be sent to a fake website, then
continue to be redirected through a series of other websites until they ‘touch’ a website. fake giveaway, phishing
tech support, automatically installing unwanted extensions, or worse, tricking users into downloading malware.



1. Awareness and experience - the most important factor in all network security processes

Send malicious linksthrough Google Alert

In order to insert malicious links into Google Alerts, hackers will have to create spam websites with popular
keywords and include them in Google's search index.

For example: When ransomware appeared and became the concern of the whole technology world, the keyword
'Ransomware’ became a hot phrase with a sudden increase in the number of related searches. Hackers know this
and also quickly set up a series of malicious websites hiding in the form of websites that provide data decoding

tools for ransomware victims, thereby attracting alarge amount of traffic and easily. appear in the Google search
index.

You can see the website below pretending to be posting information discussing the decoder developed by
Kaspersky for the ransomware STOP - ransomware that existed and 'stormed' the world in over 1 year ago. This
is exactly what will appear to users when they directly navigate to the URL of the page.

1. STOP - Ransomware isthe most active in the Internet but rarely talked about

Djvu ransomware kaspersky

If your pictures, documents, of files are encrypled with the Carote extension, then your computer is infected with the STOP (DJVU)
ansomware. .26 am A Tweel posted recently by AVG researcher, Jakub Kroustek, suggested thal a new ransomware, writien entirely in
on, had been found in the wild, joining the emerging trend for Pysomwares such as the latest HolyCrypt, FsOciety Locker and others.
There is no data on the change of the file axtension. . 13. Virus targets important and valuable file types such as pholos, documents,
ideos, archives, encrypled files become unusable. 5 Feb 2018 Free guide to remove DJVU Ransomware and decrypt . It s said (o admit
hat there are no utiitias able to crack [DJVU] ransomware and to recover the data data totally free. Powered by Kasparsky. 2. kdbx . djvu (
ownload Iree anti-ransomware & security tools for your 21 Jul 2019 My laplop have been affected bu ransomware djvu virus. Downboad
lat deknpsi ransomware gratis kami dapat membaniu mendekripsi fle yang terenkripsi oleh bentuk-bentuk ransomwane di bawah ini. djvu
ansomware (STOP virus Family)that it has been release The end of 2015, 1T consultants, victims and company representatives who have
en affected by ransomware infections. glj0YHLW If you can't remove the ransomware yoursell, we advise you to download . 28 Jul 2016
win's laplop has been hijacked by ransomware. T he application is designed to recognize text on pholographed documents and create
DF files. This Dharma vanant uses a new lechnigue: using software installation as a distraction fo help hide malicious aclivities. DJVU
irus (Ransomware) DUV Ransomware is a relatvely new parasite family distributed threugh infected email attachments and system
ulnerabilities. djvu ransomware. DATASTOP The secunty companies that have had the most success in the ransomware cracking inibiative)
nclede Emsisoft, Kaspersky, Avast, AVG, Trend Micro, and Bitdefender. 3. Symaniec. anli-ransomware File decrylion ransomware
iles windows 8 Frea Ransomware Decryptors Malware tools ransomware removal Iree ransomware removal mac ransoimware remaoval
oftware ransomware removal tool ransomware removal tool download ransomware removal tool free ransomware removal tool kaspersky
ansomuvare removal tool meafee ransomware removal Source: Kaspersky Neverthaless, as more reports roll in, it's clear that ransomware
5 now the preferred medium of choice for cybercriminals. berost, . 15) Kaspersky WindowsUnlocker can be useful if the Ransomware
otally blocks access to your computer or even restrict access to select important functions, as it can clean up a ransomware infected
egistry. The wallet number is fixed Remove ransemware and download free decryplion lools. codnat! extensions. Search: To this date
nly one tool that can decrypt varianis of STOP/DJVU ransomware and it 15 called STOPDecrypler. Protect your business from
anchmwars tha sacy wau with Kacnarcky Anti. Rancnmwara Tanl far smesc] NOWKI DAN YOILIR FRFF ANTL RANSOMWARE Solact 87

The fake spam page was created to promote ransomwar e decoders

When hackers create websites of this type and put them into Google's index, a notification link will be generated
by Google Alert and sent to anyone who has 'registered' to receive information about keywords that have related
like 'ransomware', 'decoder’ or 'ransomware STOP.
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Google Alertsreturn results for ransomware decoder-related information

When a user clicks on a malicious link through Google Alert or through the Google search engine, instead of
being approached to a 'standard’ website, they will be redirected to a malicious, deceptive technical support site.
as shown below.
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Redirecting to a phishing website in the form of technology support

However, this does not mean that fraudsters only design malicious websites around technology-related
keywords. The statistics of BleegpingComputer experts also show that similar scam techniques have been used in
many other areas such as shopping and entertainment.

In particular, the topics that are most interested in include shopping during the holiday, coupons, free movie
watching or other types of entertainment content that users of the road are easily 'enticed' to click on. malicious
link.
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Link redirects to phishing websites
In the example above, all resultscircled in red are the links that redirect to the fraudulent website.

1. Phishing win from Google: 'Cat game' for vigilant people, ‘tragedy’ for those brave gullible

Protect your self from maliciouslink spam through Google Alert

The best way for you to protect yourself from the types of malicious and fraudulent websites mentioned above is
to set the "best results’ option when creating Google Alert notifications.

This can be configured in the alert options at the top of the Google Alerts page.
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Set the option to send only the best results



This option may also cause you to miss out on many legitimate websites, which may provide the information
you are looking for in case they are new to the site and don't receive much trust from Google. But anyway, the
safety factor still needsto be top priority!

Y ou finished reading the article "Bewar e of deceptive and spreading malicious code via notification links of
Google Alert" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips
and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us
regularly.
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