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App Installer on Windows 10 was used to install
Bazar L oarder malware

The TrickBot hacker group is said to be taking advantage of Windows 10's App Installer to spread their
BazarL oader malicious code on the systems they target.

BazarL oader (also known as BazarBackdoor, BEERBOT, KEGTAP, and Team9Backdoor) isatype of Trojan
that silently infiltrates the networks of high-value targets. Then, the people behind BazarL oader will exploit the
assets they compromised or resell accessto other cybercriminals.

BazarL oader also carries other malicious code such as Cobalt Strike. In thisway, they can help attackers install
additional malicious software, such as the Ryuk ransomware.

In the most recent campaign, BazarL oader terrorized victims with phishing emails. The emails contain urgent
and urgent content to trick the victim into clicking on the malicious link in the email. Thelink is also edited by
cybercriminals and assigned to reputable domains such as Microsoft, Adobe.

From Adam Williams < > 4 Reply 4 Reply All | ~
Subject RE: Chet Wisniewski, call me back

To chetwisniewski@sophos.com c

Chet Wisniewski, i am on my way to the Sophos office
Why you didn't inform us about Customer Complaint (in POF) on you?

Please call me back now.

Wisniewski Customer Report request in PDF: hitps://adobeview 713 web core windows net/report html

Sophos Main Manager Assistant i)
sopHoslabs

After clicking the link, the "Preview PDF" button will open a URL with the prefix appinstaller. When this button
is clicked, the browser will display awarning whether the victim allows the page to open the App Installer. Most
people will ignore this warning when looking at the adobeview.* .* .web.core.windows.net domain name in the
address bar.
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ps://adobeview.z13.web.core.windows.net/report.html ‘.o

This site is trying to open App Installer.
https://adobeview.z13.web.core.windows.net wants to open this application.

D Always allow adobeview.z13.web.core.windows.net to open links of this type in the associated app

is ready for open

Didn't work? Try downloading again.

Preview PDF 55
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Next, the victim clicks "Open", the Windows 11 App Installer will be deployed and the malware will be installed
on the victim's machine in the form of afake Adobe PDF Component. This component is distributed as an AppX
application package.

A series of components, other files will be downloaded to compl ete the installation of Bazarl oader.

After the deployment is complete, BazarL oader will start collecting information such as storage drive, processor,
motherboard, RAM and IP address. These information will be sent to the hacker's server. The longer it lives on
the victim's machine, the more dangerous BazarL oader is with its ability to attack and steal information that is
constantly being upgraded.

After receiving the notice from Sophos, Microsoft removed the sites that hackers used to store malicious files for
the BazarL oader attack campaign.

Y ou finished reading the article "App I nstaller on Windows 10 was used to install Bazar L oarder malwar e"
edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou
can search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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