l ipsMake.c.,m

TipsMake > Tech info >Attack the network >

Ad Tracker on e-commerce site can flip the Bitcoin
transaction mask

The study announced last week that cookies and other information collected by ad tracker on e-commerce sites
can be used to flip an anonymous mask of Bitcoin transactions.

The study announced last week that cookies and other information collected by ad tracker on e-commerce sites
can be used to flip an anonymous mask of Bitcoin transactions.

No matter how careful users hide their identity behind random Bitcoin addresses, when buying products, they
cannot expect online buying sites where transactions can be kept confidential. and that anonymously.

Typicaly, these sites store each user's cookies or are willing to share information about buyers with advertising
companies. These are done for financial purposes, allowing advertisers to bring ads to the right audience and
increase the chances of clicking on them to increase revenue.

Ad tracker posesarisk for Bitcoin's anonymity

Information collected by e-commerce sites may include cookies on the user system to provide information about
products, prices, shopping carts, emails, shipping addresses, etc.

Even if the page or ad tracker does not store so much information, an attacker or a state agency can aggregate
information from many places. This information will help investigators find user profiles, assign suspicious
Bitcoin addresses to real-life identities, online usernames, email addresses and many other data that e-commerce
sites collected and transmitted to advertisers.
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Fig 2. An illustration of = typical payment flow on s merchant site. Each siep of this flow presents ies for leaking on-relevant
information o embedded thind-pany trackers.

Transaction process on e-commer ce sites

In the best case, even if these pages store little information about users, customers who pay for products via
Bitcoin and return to the page, pay via credit card or other methods, can aso Assigned to small things like
cookies.
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Resear cher investigates 130 Bitcoin-friendly online stores

The team from Princeton University analyzed 130 e-commerce sites from 21 countries that allow users to pay
with Bltcoin. They find out how these pages handle Bitcoin transactions and what information leaked during
processing. And below are the results:
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53/130 leaked payment information to third parties, usually from the shopping cart page.
49/130 single leakage PI1.

32/130 email address |eak.

27/130 and 25/130 leaking first and last names.

15/130 leaked user names.

13/130 leaked delivery address information.

10/130 leaks leaking user phone numbers.

25/130 leaks sensitive information leaks to third parties, even when monitoring protection is turned on.
12/130 Bltcoin address |eaks.

11/130 leaked Bitcoin prices for products.

28/130 activity leaks added to the cart.

107/130 gives the third party script access to information related to the transaction.
125/130 gives the 3rd party script access to some models of PIl.

All of this datais very important in resolving anonymous user identities, especialy if it is gradually collected on
the online advertiser server for months or years.

Y ou finished reading the article "Ad Tracker on e-commer ce site can flip the Bitcoin transaction mask”
edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou
can search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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