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/-zip adds an extremely important security feature
on Windows

Finally 7-zip also adds support for the long-requested Windows Mark-of-the-Web security feature.
When you download executables and documents from the web, Windows adds an alternate data stream
"Zone.ID" named "Mark-of-the-Web" (MoTW) to thefile.

Thisidentifier tells Windows and supported applications that the file was downl oaded from another computer or
from the internet. Therefore, Windows will mark the file as potentially risky when opened.

When you try to open afile, Windows checks if MOTW exists, if so, an additional message is displayed asking
the user if they are sure they want to open or run the file.

User Account Control

Do you want to allow this app to make
changes to your device?

Terminates malware processes so that you
can run your normal security programs.

Verified publisher: Bleeping Computer, LLC.
File origin: Hard drive on this computer

Show more details

Yes
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Microsoft Office will also check for MoTW and if it finds it will open the document in Protected View with the
filein read-only mode and disable macros.
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Be careful—files from the Internet can contain viruses, Unless you
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o need to edit. it's safer to stay in Protected View.
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Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut
labore et dolore magna aliqua. Tristigue magna sit amet purus. Sed libero enim sed faucibus
turpis in eu mi bibendum, Viverra accumsan in nisl nisi scelerisque eu ultrices. Augue
interdum velit euismad in pellentesque massa placerat duis ultricies. Feugiat scelerisque
varius morbi enim. Auctor neque vitae tempus quam pellentesque nec nam aliqguam sem. In
hac habitasse platea dictumst quisque sagittis. Consectetur adipiscing elit duis tristique. Eget
magna fermentum iaculis eu non diam. Diam phasellus vestibulum lorem sed risus ultricies
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To seeif thefile you downloaded has MoTW, you can right-click the file and then select Properties. If thefile
contains MoTW, you'll see amessage at the bottom that says " This file came from another computer and might
be blocked to help protection this computer.”



W test.exe Properties X

General Compatibility Security Details Previous Versions

| E test exe

Type offile:  Application (.exe)

Description:  Notepad

Location: EX
Size: 196 KB (201,216 bytes)

Size ondisk: 200 KB (204,800 bytes)

Created: Monday, June 20, 2022, 5:51:38 PM
Modified: Monday, June 20, 2022, 5:51:40 PM

Accessed: Today, June 20, 2022, 5:51:40 PM

Attributes:

"]}"‘ [ ]Hidden Advanced..

Security: This file came from another
computer and might be blocked to
help protect this computer.

[ ]Unblock
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If you trust the file and the source to download it, you can check the "Unblock” box and click the Apply button,
which will remove MoTW.

Also, running thefile for the first time and allowing it to open also clears MoTW so the warnings won't show up
in the future.

7-Zip adds support for Mark-of-the-Web

7-Zip isone of the world's most popular file compression/decompression tools. However, so far it does not
support MoTW.

Thismeans that if you download a compressed file from the Internet and extract it with 7-Zip, then MoTW will
not exist in the extracted files. Therefore, Windows will not consider unzipped files as potentially dangerous.



Example: If you download a ZIP file that contains a Word document, the ZIP file has MoTW but the
extracted Word document does not. Therefore, Microsoft Office will not open it in Protected View.

Over the years, many security researchers and engineers have asked 7-Zip developer, Igor Pavlov, to add MoTW
support to histool. Pavlov repeatedly refused because this increased the cost of the tool.

However, this changed last week when Pavlov added a new setting to 7-Zip 22.00 that allows users to stream
MoTW streams from the downloaded archive to its decompressed files.

Options ? X
System 7-Zip Folders Editor Settings Language

Integrate 7-Zip to shell context menu
Integrate 7-Zip to shell context menu (32-bit)
Cascaded context menu

D lcons in context menu

Eliminate duplication of root folder

Propagate Zone Id stream: Yes A

Context menu items: \ I:IO

Open archive |For Office files
Open archive >

Extract files. .

Extract Here

Extract to <Folder>

Test archive

Add to archive...

Add to <Archive> 7z

Add to <Archive> zip

Compress and email .

Compress to <Archive=.7z and email
Compress to <Archive=.zip and emalil
CRC SHA >

7-Zip > CRC SHA >
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To enable this setting, open 7-Zip File Manager and then click Tools > Options. On the 7-Zip tab, you'll see a
new option titled "Propagate Zone.ld stream” and optionsincluding "No", "Yes" or "For Officefiles".

Y ou choose Yesto transfer MoTW for all files and For Office files only for Office files. After selecting, click
OK to confirm.



When this setting is enabled, if you download a compressed file and extract the files contained in it, MoTW will
also be converted to the decompressed files.

With this added security feature, Windows will now prompt you whether you want to run downloaded files and
Microsoft Office will open documentsin Protected View mode, enhancing overall system security. system.

To take advantage of this new feature, you need to download 7-Zip version 22.00 or |ater.

Y ou finished reading the article "7-zip adds an extremely important security feature on Windows" edited by
the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search
for similar articles on tips and guides. Thank you for reading and for following us regularly.
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