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7/ Windows Security Settings You Should Change

Considering how much sensitive data your computer stores, you'll want it locked down tight. Windows does a
good job of keeping thislocked down out of the box, but you can increase your security with just afew key
settings tweaks.
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7. Lock your computer automatically with Dynamic L ock
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Y our laptop or computer islocked with a PIN or password, but what about when you leave your desk to take a
break? Sure, this may not be an issue when you're at home, but in the office or in a public place, even a brief
moment of unattended time can be enough for someone to access sensitive information.

To use Dynamic Lock, start by pairing your phone with your computer if you haven't already. Once you've done

that, go to Settings > Accounts > Sign-in options and scroll down to Dynamic L ock . Then, check the box next
to Allow Windows to automatically lock your device when you're away , and you're done!

6. Set up facial or fingerprint recognition
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While Dynamic Lock helps ensure your Windows PC locks when you step away, it won't help if you use an
easy-to-guess PIN like "1234" or "0000." If your laptop supportsit, you're better off setting up facial or
fingerprint recognition with Windows Hello .

To enable Windows Hello, go to Settings > Accounts > Sign-in options and select Facial recognition
(Windows Hello) or Finger print recognition , depending on your hardware. Then, follow the on-screen
prompts to register your fingerprint or face.

5. Enhanced anti-phishing protection
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Phishing is one of the easiest ways for attackersto gain access to your accounts—and often your entire system.
These attacks often come via sneaky emails, fake websites, or links that look |egitimate but are actually traps.
Just one wrong click, installing a dubious app, or even reusing a password on the wrong website can give an
attacker the keys to your account and sensitive files.

The good news is that Windows computers come with built-in anti-phishing protection tools that can help keep

you safe, but not all of them are turned on by default. To turn them on, open the Windows Security app and go
to App & browser control > Reputation-based protection settings.

4. Turn on Controlled Folder Access
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This Windows Security feature works by only allowing trusted applications to make changes to protected
folders. If a suspicious or unknown application tries to access or modify them, it will be blocked. It's that simple!

To enableit, go to Windows Security > Virus & threat protection > Ransomwar e protection and toggle
Controlled Folder Accessto On . By default, it protects common folders like Documents, Pictures, and
Desktop, but you can add any other foldersyou like. And if it blocks a program you really trust (which can
happen), just add it to the exceptions list.

3. Turn on Device Encryption
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Think of Device Encryption aslocking all your personal datain adigital safe. Even if someone gets their hands
on your laptop, they can't just turn it on and rummage through your files.

Thisfeature is especialy useful if your computer contains sensitive information that you want to keep private. If
you're using alocal account, you'll need to sign in with your Microsoft account first. Then, go to Settings >
Privacy & security > Device encryption to make sureit's turned on.

2. Review which applications can bypassthe firewall



& Allowed apps - o
1~ @8 « Windows Defender Firewall > Allowed apps

Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? ¥ Chapge settings
Allowed apps and features:

Name Private  Public

Cancel

Y ou should double-check your firewall settings to see exactly which apps are alowed through it. On Windows,
go to Control Panel > System and Security > Windows Defender Firewall > Allow an app or feature
through Windows Defender Firewall . You'll see alist of programs and whether they're allowed to
communicate over a private or public network.

1. Makesure" Find My Device" isturned on
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Find My Deviceis enabled by default, but if you've tweaked your Windows privacy settings and turned of f
location services, it may not work. To check if everything isworking properly, go to Settings > Privacy &
security > Find my device . If you see awarning about location services being turned off, click L ocation

settings and turn on L ocation services.

Once you've done that, head to Microsoft's Devices page and sign in with the Microsoft account associated with
your PC. You'll seealist of al your connected Windows devices. Click the one you want to track. From there,
you can check the device's last known location, remotely lock it, or even display a notification on your screen if
it'slost.

Y ou finished reading the article "7 Windows Security Settings You Should Change" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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