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6 ways to per manently delete fileson Windows - You
will not be ableto get that file back again

Normally, when deleting a file on Windows, the file will not be deleted immediately but will be saved in the
Recycle Bin. After that, you will have to do one more step: empty the trash. But if you don't want to have to do
this second step, we will show you how to permanently delete afilein the article below.

Method 1. Completely delete a file on your computer using the Recycle
Bin setting

The Recycle Bin iswhere deleted items are temporarily stored in Windows unless they are permanently del eted.
It provides users with the option to recover deleted filesin the Windows operating system since Windows 95.
Until the user permanently deletes these files, they will not be permanently deleted from the hard drive; All these
deleted files or folders are stored in the Recycle Bin. Additionally, the Recycle Bin alows you to restore all files
stored in it to their original storage location.

Y ou cannot use files directly in the Recycle Bin; You must first restore the files. Since Windows 95, it is
displayed in al Windows versions. However, in newer versions of the Windows operating system, itsicon may
not appear. In this case, you can display the Recycle Bin icon on Windows by going to the settings. If the
Recycle Bin has no junk files, it will appear as an empty trash bin. When there is some data, the Recycle Bin will
appear with paper iconsin it.

Until you empty the trash, all temporarily deleted files will be stored. But your files start being deleted from the
trash if the trash's storage limit is exhausted or your hard driveis full or aimost out of space.

If you want to completely delete afile on your computer using the Recycle Bin immediately, do the following:

Step 1: Right-click the Recycle Bin icon on the Desktop and select Properties
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Step 2: In the Recycle Bin Propertiesdialog box , click on each drive and then check the Don't move filesto
the Recycle Bin option. Removes filesimmediately when deleted . Then, click OK .




3 Recycle Bin Properties E

| zeneral

Recyde Bin Location Space Available

| Local Disk (D) 195 GB
| Local Disk (E:) 208 GB

[ Settings for selected location

() Custom size:
Maximum size (MB): 3072

(@) Don't move files to the Recyde Bin, Remove files
immediately when deleted.
Dislay delete confirmation dialog

2

So from now on, when you delete afile, it will no longer go to the trash.

Method 2: Use a keyboard shortcut to permanently deletefiles

When you do not want to set up as above but just want to select which files you want to permanently delete, you
can press the key combination Shi ft +Del et e .

Method 3: Usethe Cipher tool available on Windows to per manently
deletefiles

The third way you can use to permanently delete data on Windows is to use the Cipher tool available on
Windows.

Whenever you create text files and encrypt them until the encryption process is complete, Windows creates a
backup copy of thefile, in case anything goes wrong during the encryption process. encrypted, data can still be
recovered this way. Once encryption is complete, the backup will be deleted. But again, this deleted backup file
can be restored using data recovery software, until it is overwritten by other data.

When you use this built-in tool, it creates atemporary folder named EFSTM PWP on the system partition. It will
then add temporary filesin that directory and write random dataincluding O, 1 and other random numbers to



thosefiles.

Cipher thus allows you to not only encrypt and decrypt data but also securely erase it. Therefore, many people
also useit to delete files permanently.

Cipher does not have a graphical interface so it isvery user friendly, and the commands are extremely simple.
Using Cipher helps you not need many operations to permanently delete afile, just encrypt Cipher to the drive
and the next time you delete as usual, the files will automatically disappear forever.

Cipher isacommand line utility, it is necessary to open Command Prompt/Power Shell to use the tool.

Step 1. Open Command Prompt under Admin, first enter ¢ ndthe Seach Start Menu box or on the Taskbar, then
right-click Command Prompt and select Run as administrator.

If you use Windows 10 with the latest versions, the Run as administrator button will appear as soon as you
search for Command Prompit.
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Step 2: On the Command Prompt window , enter the command below and press Enter to let Cipher encrypt the
drive you want the files to be permanently deleted when performing the Del ete operation:

ci pher /w C

Administrator: Comrmand Prompt

oration.

»>cipher /w:C:




The above command will perform encryption on drive C, so that files later when deleted will "disappear” forever
and cannot be recovered.

To change drives, replace letter C with other drive letters, for example D, E., or you can also navigate directly to
acertain folder in the drive if you only want to perform encryption on the drive. that item alone. For example, if
you want to delete afolder QuanTr i MangCongNghe/ W ndows 10in drive D, enter the following command:

ci pher /w D: QuanTri MangCongNghe/ W ndows10

Administrater: Command Prompt
F n llj.lJ.'l...

Note: Thisprocesswill take alot of time, so it's better to do it when you have an empty computer doing nothing.

Method 4: Permanently delete fileson Windows with Eraser

If Cipher aboveis not the utility for you, then try Eraser. Thisis an extremely powerful open source tool that you
can use to permanently delete data that you don't want others to know about, and importantly, it's completely
free. Data deleted through this tool cannot be recovered.

Step 1: Install Eraser on your Windows computer.

Step 2: Once the software isinstalled, you can use Eraser to permanently erase data. Right click on the file and
click on the Eraser option.
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Step 3: On the notification dialog box that appears asking if you are sure you want to delete the selected file,
click Yesto confirm the action.
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And now the files are permanently deleted.

Additionally, you can also launch the Eraser tool and permanently delete the files you want through its interface.

Method 5: Delete files through formatting the partition

The format feature allows you to permanently delete all files on the partition. When formatting a partition, you
need to remember to uncheck the Perform a quick format option . If you perform the Format Partition
operation by default, files can be recovered.

There are several methods available to perform formatting such as using Disk Management or Command
Prompt. Here, the article will show you how to format files on Disk Management.

Step 1: Press W n+ Rat the same time to open the Run box. After typing diskmgmt.msc, click OK to
continue.
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Step 2 : Select the partition containing the files to be deleted, then right-click on it. Then, select the Format
option from the feature list.
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Tip : You need to make sure all files are no longer needed or that you have backed up important files before
formatting. Otherwise, you may lose valuable data.

Step 3: Cancel the Perform a quick format selection , then click OK to continue.
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Tip : If you do not cancel the Perform a quick format request , the files cannot be permanently deleted.

Step 4 : Click OK in the pop-up window to perform the format operation.



File Action View
e | m Hrm t
Volume Type | File Systern | Status Capacity Free Spa... | % Free |
- (C:) Basic NTFS Healthy (B... 255.46G8 2237268 88% lg
& CCCOMA_XBAFRE... Si Basic UDF Healthy (P... 4.3 OME 0%
= New Volurme (E) Basic NTFS Healthy 33I5GE  W0%
= Mew Velurme (F<) Basic HNTFS Heal 355 MB 9 %
L Basic NTFS Healthy (P... 9503 GE S402GE 0%
Simple Basic ] 100 %
Simple Basic [ 31 %
L Lok fnbual | e Vi rm 14
Format E: x
e ) 1 Formatting this velume will erase a1 data on it. Back up any
Basic New Volume (E) | el . b . Do
1 data yo! vant to keep before formatting. Do yo vant 1o
500.00 GB 36,45 GB NTFS | AR AT P Lt 20080 GB
Online Healthy (Prirnary Partition) Unallocated
—Disk 2  —] L — T ——_,
Basic New Volume (F)
000 GB 375 M8 NTFS W00 0D
COnline Healthy (Primary Partition) Unallocated
= {D-ROM O
ovD COOOMA_XG4FRE_EN-US_DVS (D:}
43268 4.38 G8 UDF
Online Healthy (Prirmary Partition)
w
B Unallocated [l Primary partition

Method 6: Delete files via Command Prompt

Command Prompt also allows you to permanently delete files. If you don't want to use a third-party tool, you can
try this method. Y ou can delete your junk files by executing acommand cl ean al | in Command Prompt.

Below are specific steps to delete files permanently via Command Prompt.

Step 1 : Open Command Prompt with admin rights.

Step 2 : Enter the following commands on the pop-up page. After typing each command, press the key Ent er to
continue.

1. diskpart

2. list disk
3. select disk N (N isthe number of drives on which the files you want to delete are located)

4. clean all

and Prompt - diskpart




Good luck!

Y ou finished reading the article "6 ways to permanently delete fileson Windows - Y ou will not be able to get
that file back again" edited by the TipsM ake team. We hope this article has provided you with many useful
tech tips and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for
following us regularly.
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