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5tipsto help make optimal use of Tomato on the
Router

In the following article, we will show you the 5 most useful tips for Tomato, which help speed up your router
and your work is done faster.

TipsMake.com - Tomato isa very powerful third-party firmware for routers, but not everyone knows how
to make the most of its power. In the following article, we will show you the 5 most useful tips for Tomato,
which will help speed up therouter and your work isfaster.

>>>| ncrease networ k performance by installing Tomato on the Router

In thistutorial we use Tomato version 1.28 , Linksys WRT54GL router device.

1. Enhancethe signal for your wireless network (Wireless)

Sometimes the wireless signal on your router is not strong enough to cover the entire area needed. In most cases,
the most commonly used solution is to reposition the wireless router. But if this still doesn't work, you can fix
this problem by strengthening the network signal in Tomato with afew basic steps.

Launch your browser and navigate to Tomato router. Click Advanced > Wireless in the left bar. At the right
part, looking at the bottom of the page you will see the section' Transmit Power '. Its default valuein Tomato is
42mW (milliwatts), and the maximum value Tomato supportsis 251mW . However, we recommend that you set
itto 70mW , becauseiif it is higher, it will cause the router to heat up and the life expectancy will decrease.
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Advanced .Authentlcahon Type Auto *

Conntrack Basic Rate Default* -
Neffilter
I Beacon Interval 100 {range: 1 - 65535; default: 100}
DHCP /DNS
Firewall CTS Protection Mode Disable* «
MAC 855 Regulatory Mode Off * -
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touting
Bluetooth Coexistence Disable * v
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Access Restriction
USE and NAS Fragmentation Threshold 2346 {range: 256 - 2348; default: 2348)
VPN Tunneling Frame Burst Disable* «
I . Maximum Clients 128 {range: 1 - 255; default: 128)
Administration
Multicast Rate Auto * -
Preamble Long* -
RTS Threshold 2347 [range: 0 - 2347, default: 2247)
Receive Antenna Auto* -
Transmit Antenna Auto* w
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2. Overclock the CPU for therouter

Note: Before doing this step you need to make sure that your router is stable, not too hot to avoid burning the
router. In addition, it is necessary to follow the steps below to achieve the highest efficiency.

Overclocking the router has the advantages: faster web page response, faster download speed, and significantly
reduced latency. Especialy when overclocking the router's CPU will provide faster response time between LAN
connections and the router itself. There is almost no risk (if done correctly) and you do not need to understand
the multiplier or FSB relationship.

However, each router will have a different clock frequency that the CPU can handle. Check out the DD-WRT
Wiki for more information on the router's CPU and its speed. We use Linksys WRT54GL so by default the CPU
clock speed will be 200 MHz. Y ou can completely increase this clock to 50 MHz without damaging the device
and without adding any additional cooling system.

The frequencies that WRT54GL supports (in MHz): 183, 188, 197, 200, 206, 212, 216, 217, 225, 238, 240, and
250.

Next you need to allow SSH access on your router and run the following 3 ssmple commands. But first, log into
your router, click on the Administration link on the left, scroll down below you will see the " SSH Daemon
entry. Make sure the ' Enable at Startup ' section is checked. Scroll down to see ' Password ' and enter SSH
access password, click Save to save the settings.
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Now that SSH is enabled on the router and we can access it, download a program that allows access to the router
via SSH. Here we use PUTTY for Windows (for Mac or Linux users, we can use the built-in applications in
Terminal).

Enter the IP address of the router and select the SSH entry in the Connection type section. Click the Open

button.

@ PuTTY Configuration l E Jlﬁj
Category:
=3 Sgssion Basic options for your PuTTY session
g TE"" I..oglging Specify the destination you want to connect to
Tﬂl’é;:board Host Name (or IP address) Port
. Bell 192.168.0.1 22
- Features Connection type:
B1- Window (' Raw () Telnet () Rlogin @ 55H () Senial
Appea@nce Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
-~ Colours Defaut Settin
gs
[=)- Connection Load
- Prowy
- Rlogin
[#-SSH
- Setal Close window on exit:
) Mways () Mever @ Only on clean exit
About [ Open ] [ Cancel ]

Y ou will receive alogin message, enter ' root ' with the username request, and press Enter , when asking for the
password you enter the password set above. Next enter the following 3 lines of code (press Enter after each
line), replace xxx by the frequency you want (only allowed in the range 183, 188, 197, 200, 206, 212, 216, 217,
225, 238, 240, and 250). Absolutely do not type any other frequency.

nvram set clkfreq = xxx
nvram commit



reboot

PuTTY =S =™

22 192.168.0

Then the router will be restarted. When operating the CPU frequency will be changed as you just reset.

3. Speed ??up device detection in the network

This little trick is only for Windows operating systems and requires computers to be in the same workgroup. By
default Windows sets up a working group with the name WORKGROUP or MSHOME depending on whether
your version is professional or Home Edition . You can leave the name as default or change it as you like, as
long as each computer in the network belongs to this group.

This method will allow the Tomato router to act as a server, recording the appearance of each device on the
network and this information will be served when required. The device detection process is done on the network,
so there will be less errors.

First, change the IP address of the WINS (Windows Internet Name Service) server in the DHCP menu. Click
the Basic menu and scroll down to see the' DHCP Server ' section. Here change the' WINS* address to 0.0.0.0
and then click Save.
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Version 1.28
Status WAN / Internet
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Next, select USB and NAS in the left menu and choose File Sharing . Make sure your group name is placed
with the group name of the entire device in the network. Then tick ' Master Browser ' and ' WINS Server ' in the

Options section. Click Saveto save.
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Now make sure that the computers only use the WINS server you just set up by opening the command prompt
dialog box and entering ' ipconfig -all ". You may need to scroll down to see your current network adapter, but
when you see the ' Primary WINS Sever ' line, check if thisis the router's |P address, otherwise try restarting
the computer. and rerun the above command. (Sometimes the WINS server does not update the new |P address

until it is redistributed from the DHCP server).



Microsoft Windows [Uersion 6.1.76811
Copyright (c> 28B? Microsoft Corporation. All rights reserved.

C:sUserssPatrick>ipconfig —all

lindows IP Configuration

DHCP Enabled
Autoconf iguration Enabled

IPv4 Address. . . . . . . . . . . & 1?22.168.08.2(Preferred?
Subnet Mask H 5.255.8

Lease Ohbhtained
Lease Expires
Default Gateway
DHCP Server

DHCPv6 IAID
DHCPve Client DUID

NKC  C o aoxe = 1972 4680 A 4

- 1
B Administrator: Command Prompt |ﬂlﬁ| |£|E|éj

: Yes
Link-local IPv6 fAddress . . . . . : feBB::eB67:3fAA:7841:28Ff3x11(Pr

- July 18, 2811 4:83:36 P|
v, July 11, 2011 4:83:46 P

Primary WINE Server

: 192.168.8.1

4. Set up Access Restriction for performance

Access Restriction is not recommended for regular use, but it is useful for restricting network access. Tomato's
Access Restriction feature allows you, or an administrator, to create unique rules for your network.

In the example below we will set up access restrictions for certain websites from 6 PM to 10 PM during the

week.

To start, log into the Tomato router and click the Access Restriction menu (left).

Tomato
Version 1.28
Status System
Overview
Device List Name The Tomato
Web Usage Model Linksys WRTS54G/GS/IGL
Logs
Bandwidth Time Sun, 10 Jul 2011 17:11:11 -0500
Tools Uptime 2 days, 20:39:52
- CPU Load {1/5/ 15 mins) 0.03,0.02,0.00
I??s;;:f Total / Free Memary 14.04 me / 800.00 ke (5.56%)
Port Forwarding
QoS WAN
e
JeBene ll'—..S '{b Connection Type DHCP
VP Tunneling
IP Address 207.229146.105
Administration Subnet Mask 2552552550
Gateway 207.229.1461
About nNS 208 A7 222 222'53 2NR AT 220 220°53

Here you will see a blank page with the' Add ' button, click this button to move to another page and start setting

up anew restriction rule.

In the description field, enter the content to describe your rule (eg ' Work Time'').

Next click on the drop down menu of ' Time', choose 6:00 PM and 10:00 PM.



Uncheck ' Sun', ' Fri ', and ' Sat ' in the ' Day ' checkbox. Just near the' Type ' section we select ' Normal Access
Restriction '. Otherwise, if you choose ' Disable Wireless ' the router will disable the wireless feature during the
specified time. Here we do not choose because we only want to restrict access to a computer, but do not want all
other computers not to use Wi-Fi.

At the ' Applies To ' section click on the drop down menu and select ' The Following '. You will be asked by
Tomato to request the MAC address or IP address of the machine that will apply this restriction rule. If the
computer is not set to static IP, it is best to enter the MAC address. To find the MAC address in Windows, open
the command prompt dialog box and enter ' ipconfig -all . The 12 strings next to ' Physical Address ' are the
machine's MAC addresses . Then just enter these 12 characters (no horizontal markers -; Tomato will
automatically add a colon after every two characters). Finaly click on the' Add ' button below.
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BN Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76811
Copyright (c> 28B? Microsoft Corporation. All rights reserved.

C:sUserssPatrick>ipconfig —all

Ethernet adapter Local fArea Connection:

Connection—specific DNS Suffix
Description 20D R0L 283 PL Network Co
Physical Address. . . . . . . . 2-D1-81-82-AF

DHCP Enabled

Autoconf iguration Enabled . . . . g

Link-local IPub fAddresz . . . . . : feBB::eB867:3fBA:7841:28F3211(Pr
IPvd4 Address. . . . . . . . . . . & 192.168.08.2(Preferred)

Subnet Mask : 255.255.255.8

Lease Obtained : Sunday. July 18, 2811 4:83:36 P
Lease Expires . . . . . . . . . . : Monday, July 11, 2811 4:83:46 P
Default Gateway H

DHCP Server

DHCPuvb IAID
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tatus Access Restriction
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Description Stop! It's Hammer Time
) Schedule All Day Everyday
rwarding
e Time EOOPM ~ - 10:00 PM +
ccess Restriction Days sun #Imon WTue Mwed MThu ClFi [Clsat
SB and NAS Type @ Normal Access Restriction
=M Tunneling

Disable Wireless
dministration Applies To The Following... -
MAC [/ IP Address
00:19:01:81:02:AF
Add

Blocked Resources V| Block All Internet Access

Note that if you check the ' Block All Internet Accesss ' section, your computer will not be able to access the
Internet at all. So uncheck this section, then a new set of options will allow you to filter traffic based on
protocols like RDP (Remote Desktop Protocol) or ICM P (Internet Control Message Protocol) .



In this example we do not need to use protocols but simply block websites by entering their namesinthe' HTTP
Request ' text box.

Port/ IPP2P (disabled) + Layer7 (disabled)
Application

Any Address -

reddic

twitter

Zacebook

linkedin

“plus

HTTP Request

HTTP Requested Files ActiveX (ocx, cab) Flash (swf) Java (class, jar)

Delete... Save

Y ou can aso use specia characters for HTTP requests to further define your rule:

facebook.com $ : block everything ending with facebook.com
" facebook: block everything starting from facebook
A photos.facebook.com $ : correctly block the small domain photos.facebook.com

Click the ' Save ' button at the bottom, Tomato will download these rules, then start applying. When trying to
access a blocked website, an error will appear:

The connection was reset

The connection to the server was reset while the page was loading.

® The site could be temporarily unavailable or too busy. Try again in a few moments.
m If you are unable to load any pages, check your computer's network connection.

m If your computer or network is protected by a firewall or proxy, make sure that
Firefox is permitted to access the Web.

Try Again

5. Setting up Quality of Service (QoS) rules

Quality of Service rules will prioritize ' important ' Internet traffic. It's like a traffic control system during peak
hours, when vehicles are involved and have to move slowly due to congestion. Now if there is an important
means that needs to move quickly, other means need to be rearranged to give way to it. In this case, it is the



traffic that you consider to be the most important (Xbox Live), the rest of the vehicles will not be prioritized
(BitTorrent traffic).

Now we will set up QoS on Tomato, but there are no rules that are correct, people will have different preferences
such as protocols/ traffic that are important to them. The following are the basic rules of QoS.

Thefirst isto set the speed for the protocols/ traffic and bandwidth for them. Set the QoS menu, click the Basic
Settings menu below. Check ' Enable QoS to activate the options below.

Tomato
Version 1.28
Status Basic Settings
Bandwidth
ool [Enate aos [E]
Prioritize small packets M ack [Csyn Clpn ClrsT
Basic with these control flags
Advanced Prioritize ICMP [
Port Forwarding Resetclass when I}
’{b changing settings

Basic Settings' Default class Low -

Classification Qdisc Scheduler sfg -

View Graphs

View Details
. . Outbound Rate / Limit
Access Restriction
us d NAS )
USE ana A Max Bandwidth 230 wbits
VPN Tunneling
Administration Highest 80% « 100% - 184-230ubits

High 10% ~ 100% ~ 23-230 kbits

About

Next we will try to check the speed of the Internet connection to see its maximum bandwidth. Here we use
Speedtest.net page. Find the location where the server is closest to you and start testing. Pay attention to your
upload speed in kilobits per second (Kbps). If the result shows the speed in megabits per second (Mbps) you
only need to multiply that number by 1024 to convert it to Kbps. For example, our upload speed is 0.76 Mbps,
which is equivalent to 778 Kbps. If you do not fedl that this result is consistent with the upload speed that ISP
advertises, try again several times and get the average number.

SPEEDTESTNET™ T

e

@ 0 DOWNLOAD SPEED @ @ UPLOAD SPEED
1 048 Mbps 076 Mbps

SHARE THIS RESULT

After knowing the maximum upload speed, enter this parameter in the ' Max Bandwidth ' section under the '
Outbound Rate/ Limit ' section. Tomato will automatically adjust the related speed parameters below.



Tomato

Version 1.28
Status Basic Seftings
Bandwidth
Tools Enable QoS
Prioritize small packets
Basic with these control flags
Advanced Prioritize ICMP
Port Forwarding Reset class when
QoS changing settings
Basic Settings Default class
Classification Qdisc Scheduler
View Graphs
View Details

Outbound Rate / Limit

Access Restriction

Mack Clsyn Clan ElrsT

(|
(|

Low -

sfg -

USB and NAS

| Max Bandwidth

778 Ebits

WPMN Tunneling

Administration Highest

About High

80% ~ 100% ~+ 622-778kbits
10% « 100% « 77-778kbitiz

Next, in the ' Inbound Limit" section enter the download speed from the above test result into the ' Max
Bandwidth ' box (in Kbps). The parameters below are not automatically adjusted by Tomato, so you need to fill
it in manually. You can use speed parameters like us or configure it according to your needs. Finally click Save

to save the settings.

Class o
Class C
ClassD
ClassE

Inbound Limit

Max Bandwidth

Highest
High

Medium
Low

Lowest
Class A
ClassB
Class C
ClassD
ClassE

1%
1%
1%

10732

Mone
95%
85%
T5%
60%
50%
40%
35%
30%
15%

% -
20% -
10% -

kbit's

=311 DTS
7 - 233 bit's
7 - 156 kbit's
T - 78 wbit's

10,195 kbit's

9,122 wbitis
8,049 sbit's
6,439 sbitis
5,366 bit's
4,292 kbit's
3,756 sbitis
3,219 wbits
1,609 sbiti's

After setting up speed, the next thing to do is apply them to the protocols/ traffic. Click the Classification menu

under the QoS menu.



Tomato

Version 1.28
Status Outbound Direction
Bandwidth o
Toals Match Rule Class Descriptit
TCP
Basic DstPort: 80,443 High waww
i Transferred: 0 - 512kB
Advanced
Port Forwardi ee
ortrorwarding Dst Port: 80,443 Law WIWW (51
QoS Transferred: 512kB+
Basic Settings TCP/UDP
i il Dst Port: 53 Highest DMNS
raphs \h Transferred: 0 - 2kB
w Details TCPMUJDP
Access Restrict Dst Port: 53 Lowest DMNS (2KA
Access restricion Transferred: 2kB+
USH and NAS
TCP/JDP
VPN Tunneling Dst Port: 1024-65535 Lowest Bulk Traff
Administration Any Address - Lowest -
TCPRUDP ~ AnyPort  ~
About IPP2P (disabled) « Layer7 (disabled) -

This step will seem more difficult because everyone has their own preferences about the amount of bandwidth
for each protocol. Y ou can set up QoS at your own discretion or follow our illustrations.

First and foremost, we will set up WWW traffic. Tomato does this rule very well by default, so we won't need to
fix it much. This rule provides the highest priority (from 622 - 778 kbit / s) to send traffic through port 80
(HTTP) and (HTTPS). In order for the amount of traffic to pass through this layer, it must not exceed 512 KB of
uploading data. This ensures that the uploaded files are very large (such as copying 4 GB .mkv video files to
Dropbox) without going into this layer and blocking the bandwidth.

Outbound Direction

Match Rule Class Description
Any Address - Highest - WWW
TCP ~ DstPot ~ 80,442
IPP2P (disabled) » Layer7 (disabled) -
0 - 512 KB Transferred
Delete

TCP/DP
Dst Port: 53 Highest DMNS
Transferred: 0 - 2kB

TCP/UDP
Dst Port: 53 Lowest DMNS (2K+)
Transferred: 2K+

TCP/UDP

DstPort: 1024-55535 Lowest Bulk Traffic

Any Address Lowest
TCRUDP Any Port
IPP2P (dizabled) Layer 7 (disabled)

KB Transferred

In this illustration we will set up on Xbox Live. First of all, set a static 1P address from the Xbox console:
192.168.0.34 . Then go to traffic priority mode. The Xbox uses port 3074 so any traffic originating from
192.168.0.34:3074 will belong to this class. We set up L7 (Layer 7) filter to ' xboxlive'. Note if adding too many
L7 filtersto the class will slow down your router.



Outbound Direction

Match Rule Class Description

TCP
DstPort: 80,443 Highest wWww
Transferred: 0 - 512ke

TCP/UDP
Dst Port: 53 Highest DMS
Transferrad: 0 - 218

TCP/UDP
Dst Port: 53 Lowest DMNS (2K+)

Transferred: 2Ke+

TCP/UDP
DstPort: 1024-65535

SrcIP » 192168.0.34 Highest « XboxLive
TCPMDP » SrcorDst » 3074
IPP2P (disabled) xboxlive -

KB Transferred

Lowest Bulk Traffic

The above are the most useful tips to enhance your router speed after installing the Tomato firmware. If the
Internet connection speed is not satisfactory after setting up QoS, try again. It may take 3 to 4 times to be
effective, but the results will be totally worth your effort.

Y ou finished reading the article "5 tips to help make optimal use of Tomato on the Router" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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