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4 tips to prevent fake attacks

In this article, I will show you some ways to fix fake attacks on recent Gmail, Hotmail and Yahoo email
services:

Network administration - Recent phishing attacks prompt users to need new security measures . Old
tactics such as not opening email attachments or clicking links from untrusted sources are not enough to combat
intentional phishing attacks.

In this article, I will show you some ways to fix fake attacks on recent Gmail, Hotmail and Yahoo email
services.

Friends' addresses are not always a reliable source

People need to ask questions for certain types of emails, such as emails sent from banks that want to verify user
names and passwords. Recently fake attacks against Gmail users are done as if they were sent from your friends
or family members or colleagues. Its trick is to trick the open victim to attach and click on the link to access the
fake login page.

Sometimes we are powerless

At the end of May, Trend Micro discovered a Hotmail vulnerability that could compromise user accounts by
previewing an email. Malicious email, especially email targeting individuals, has enabled a script that can steal
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emails and contact information and then forward new emails to another account. Microsoft has now patched this
vulnerability but only if the attacks are done in the real world.

In attacking Gmail, phishing attacks used a vulnerability in Microsoft's protocol to analyze users' antivirus
software. In this way, an attacker can transform their code to avoid detection and hijacking of a victim's
computer.

Try to fake birth trying to fake another

Security researchers suspect that attempting to tamper with a target if successful can be the source of subsequent
attacks on the same user and they will become more dangerous because the attacker can acquiring personal
information and what is given will be more convincing.

You can be safe



Recent phishing attacks against Gmail, Hotmail and Yahoo users are believed to target specific people, including
government politicians, political activists, journalists and military officers. team. The attacker used personal
information and specialized code to target individual individuals.

Using tips still applies

In addition to using antivirus software to detect attacks, users should search for spelling or grammar errors to
discover the credibility of an email source. If you click on an external link, be careful about the URL; Some sites
are designed as if it were Google, Yahoo or Microsoft but the web address will tell you the truth. If you suspect
an attack, check your email settings to see if the email is forwarded to your email address. And if you're using
Gmail, you can enable two-step authentication mode for more security.

You finished reading the article "4 tips to prevent fake attacks" edited by the TipsMake team. We hope this
article has provided you with many useful tech tips and tricks. You can search for similar articles on tips and
guides. Thank you for reading and for following us regularly.
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