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4 Extremely useful MacBook security tips, did you
Know?

Did you know that the MacBook has built-in customizations to help users manage and improve the security of
the machine. Please refer to how to increase the security of your MacBook!

The series MacBook of Apple which has high security. However, there are always risks during use that users
need to be aware of. Here, | will show you 4 ways to increase the security of your MacBook with the security
and privacy options available in the machine.

1. How to Set Password or Touch ID on MacBook

Step 1. Go to System Preferences > Security & Privacy.

i System Preferences

Step 2. Click the padlock icon, then enter your password or Touch ID to allow customization.
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Use Password...

Cancel

Step 3. At the general custom tab (General), you can customize with options, including: change the user
password (Should be longer than 9 characters, including: lowercase letters, uppercase letters, numbers, and
special symbol), reset password input time after machine slegps or after screen saver turns off (No more than 5
minutes), set message on lock screen (Recommended contact information in case of 10ss) . At the bottom, you
should only authorize app downloads from the App Store (optimal) or the App Store and identified developers.
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2. Enhanced Security with FileVault

FileVault is afeature that automatically ends up encrypting the data on your device, helping to protect
information securely. Security isoptimal only when FileVault is enabled. Then the FileVault tab will display as
shown below.
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If FileVault is off, you need to enable FileVault as follows:

Step 1. Click Turn On FileVault.

Security & Privacy

General | FileVault | Fi Privacy

FileVault secures the dat: your dis Turn On FileVault
S Cf omatically.

will nes
autom.

s turned off for the disk “Macintosh HD".

Advanced...

Step 2. You need to choose iCloud as FileVault's data recovery method in case you forget your device password,
then click Continue.
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3. Enhance security with a firewall

At Security & Privacy, select the Firewall tab. Security is optimized when the Firewall is turned on and
displayed as shown below.
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If the Firewall is off, turn it on by clicking Turn On Firewall.
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4. Enhanced Security at Customize App Permissions

Step 1. At Security & Privacy, select the Privacy tab. The window will display avariety of application
permissions, such as location permission, contact view permission, photo store access. At this point, you need to
select the permission type in the left scroll bar, then you can select or desel ect the application permission in the
right list. In the picture is an example of disabling Google Chrome's |ocation permission.

i Security & Privacy
General  Filevault  Firewall  Privacy

4 Location Services ¥ Enable Location Services
Allow the apps and services below to determine your location.
B Contacts
e ¥ et TV
Calendars
s . Reminders
. Reminders

¥ % i &Dictation

B Photos
G Camera v Google Chrome
e

app that has used ¥

About Location Services & Privacy..

Advanced... &

Step 2. After completing the security customization for the device, remember to click on the padlock icon to lock
the Security & Privacy section.
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Above are 4 ways to increase the security of the MacBook available on the machine that you can quickly
implement to reduce the security risk of your machine. Have you tried it yet?

Good luck.

Y ou finished reading the article "4 Extremely useful MacBook security tips, did you know?" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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