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3 waysto limit Windows Defender CPU usagein
Windows 10

To prevent Windows Defender from using your CPU too much, you can use the following methods to limit the
use of Windows Defender CPU in Windows 10.
Is the Windows Defender Service using high CPU at al times?

If you have real-time protection turned on, Windows Defender will perform a background scan and this can
cause high CPU usage.

To prevent Windows Defender from using your CPU too much, you can use the following methods to limit the
use of Windows Defender CPU in Windows 10.

Restrict Windows Defender CPU usage through Power Shell

1. Open Windows PowerShell as an administrator and issue the following command. It will display the current
maximum CPU usage limit for Windows Defender.

Get - MpPreference | sel ect ScanAvgCPULoadFact or

2. When you need to reduce CPU usage, type the following command and press Ent er . Windows Defender will
not use more than 30% of the CPU.

Set - MpPr ef erence - ScanAvgCPULoadFact or 30

Limit Windows Defender CPU usage through Group Poalicy

1. Open Loca Group Policy Editor and browse to:
Conmput er Configuration > Administrative Tenplates > Wndows Conponents > M cr0so!

On theright, double-click the policy Specify the maximum per centage of CPU utilization during a scan .


https://tipsmake.com
https://tipsmake.com/c/system/
https://tipsmake.com/c/windows-10/
https://tipsmake.com/3-ways-to-limit-windows-defender-cpu-usage-in-windows-10

B Local Group Policy Editor
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Double click the policy Specify the maximum percentage of CPU utilization during a scan
2. Select the Enabled option and limit the Windows Defender's CPU usage to 30% or whatever percentage you
prefer. Click Apply and then click OK..

23 Specify the maximum percentage of CPU utilization during a scan

[} Specify the maximum percentage of CPU utilization during a scan
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This policy setting allows you to configure the maximurm
percentage CPU utilization permitted during a scan. Valid values
for this setting are a percentage represented by the integers 5 to
100. A value of 0 indicates that there should be no throttling of
CPU utilization. The default value is 50.

Specify the maximum percentage of CPU utilization
during a scan

If you enable this setting, CPU utilization will not exceed the
percentage specified.

If you disable or de net configure this setting, CPU utilization
will not exceed the default value.

Cancel Apply

Select the Enabled option and limit the CPU usage of Windows Defender
3. Restart the computer to apply the changes.

Restrict Windows Defender CPU usage through Registry Editor

1. Open Registry Editor and navigate to:
HKEY_LOCAL_MACHI NESOFTWAREPoI i ci esM cr osof t W ndows Def ender

Right-click on the Windows Defender key and select New> Key . Name it Scan.



i.. Registry Editor
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Create anew key and name it Scan

2. Next, right-click the newly created Scan sub-key and select New> DWORD (32-bit) Value.
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Select New> DWORD (32-hit) Value

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender\Scan

~ || Name Type Data
ab] (Default) REG_SZ (value ...
¥ Key
String Value
Binary Value —

DWORD (32-bit) Value
QWORD (64-bit) Value
Multi-5tring Value
Expandable String Value

3. Name DWORD AvgCPUL oadFactor, then double-click it to specify the maximum CPU

Windows Defender.
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Name DWORD as AvgCPUL oadFactor
4. Close Registry Editor. Restart the computer and check if Windows Defender is still using the CPU at a high
level.

Y ou finished reading the article "3 ways to limit Windows Defender CPU usage in Windows 10" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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