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20 million people download fake ad blockers,
containing malicious code on Google Chrome

Due to lack of knowledge, there have been more than 20 million people 'trapping' fake ad blocking programs on
Google Chrome containing malicious code without knowing it.

Many people feel uncomfortable with the ads that appear when surfing the web, so they have installed an ad
blocking program. However, due to lack of knowledge, there have been more than 20 million people "trapping"
fake ad blocking programs on Google Chrome containing malicious code without knowing it.

5 extensions that faked an ad blocking program on Chrome Store were discovered by AdGuard research team.
They copy the source code from the original utility, then add malicious code to do bad purposes.

1. AdRemover for Google Chrome ™ (more than 10 million installations).
2. uBlock Plus (more than 8 million installations).
3. [Fake] Adblock Pro (more than two million installs).
4. HD for YouTube ™ (over 400,000 installs).
5. Webutation (more than 30,000 installations).

And before Google removed these programs, more than 20 million people downloaded and installed them.

https://tipsmake.com
https://tipsmake.com/c/information/
https://tipsmake.com/c/technology-story/
https://tipsmake.com/20-million-people-download-fake-ad-blockers-containing-malicious-code-on-google-chrome


To attract and gain the trust of users, these fake utilities have used tricks (spam keywords in the description) to
be in the first place in the search results.

Shortly after receiving AdGuard's report, Google removed these unique extensions from its app market.

According to AdGuard's warning, users should protect themselves by checking the author's name and making
sure it is developed by a trusted company.

See more:

1.
Appearing dangerous Android malicious code specializing in stealing chat content on Facebook
Messenger, Skype .

2. Warning: GandCrab extortionist code is attacking Vietnam
3. Warning of new malware appear like Wannacry, capable of deleting Vietnamese percussion on computer

You finished reading the article "20 million people download fake ad blockers, containing malicious code on
Google Chrome" edited by the TipsMake team. We hope this article has provided you with many useful tech
tips and tricks. You can search for similar articles on tips and guides. Thank you for reading and for following us
regularly.
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