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10 scam tricksvia email

Too many emails sent daily can make even the most cautious people reduce the level of potential 'risk’ in emails.

Too many emails sent daily can make even the most cautious people reduce the level of potential 'risk' in
emails.

In a hurry to keep up with the progress of your work, it is easy to get into the trap of email scammers. Here are
10 of the most common signsin email scams.
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1. Request to provide personal infor mation

No organization requires you to provide a bank account or PIN via email, they also do not include a link or a
form form that requires you to enter datainto it. Regardless of how formal the email looks, ignore them.

TWE-"

DearYahaoal Lsear,

We encountered a killing error when atternmpting to renew your Yahoo! service. This
type of error usually indicates that either the credit card you have an file has expired ar
that the hilling address we have is not current.

This is your final notice. Please take a moment to update your{cretl'rt card /.'

information by clicking here and submitting your information.

g s from day. [Fwe are
icwill be terminated,

Flease note that we will atternpt to renew yrul;i sr;nrifvse :
still unable to charge your credit card at that tine, yooe

Sinceraly, |
Yahoo! Billing Department
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2. Look at grammatical or spelling errors

Phishing experts are clever people, but many people don't have basic grammar knowledge, especially emails sent
from non-English speaking countries. Look at errors such as an inappropriate hyphen or confusion between '
your ' and ' you're '. If the email has many misspellings, the probability that the message is not that of
mainstream organizationsis very high.
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From: JPMorgan Chase & Co, Sent;  Wed 12112005 !
“r@chaseutley.com]

Subjeck:  Online Survey - Add S0F ko your accaunt in 2 minUbes!

Dear Customer, =

B T o are nted to 1:alc?| pattin our nation:ﬁvide@quesﬂon survew. Your titne

13 very impottant to ué‘tf—)
Cso 550 will be credited to your account upon the completion of this survey.

Please note that no sensitive information will be required, collected or
stored. The mformation will
B used 1o BT MMprove our servic:ese

To take part please click herery

3. Attach thelink in the email

Don't trust the links in emails, even though it may look like a trusted web address. These links often connect to
the third site, which may look very orthodox but actually managed by scammers.

Dear Capital One Towertet®™ or Treasury Optimizer user,

Az par of the new ferms and condilions ofthe Dala Access Agreement batween yaur
organization and the Capidal One, your organization will be given a Digital Cedificala

Because of the prvale nature of the cllent data, worldwide access via Web o that data, and
the potential for fraud, the systern must be certaln of user Identity and authorization. Capltal
One online banking serdces use two securty mechanisms:

1. Customer & User Codes and passwords to identify users; and

2. Digital certificates to ensure that the user is access the business senvices through a valid
computer, in a frusted organization.

Each registered usar must hava the Capital One's digital cedificate in ed on his ar her
maching in arder 1o access onling banking sewvices
[

To plckup and install your Digital Cerificate, please vsit

4. Research or survey requires personal information

Sending fake email marketing lettersis a classic scam. Y ou will be invited to participate in the survey or contest,
and be asked to enter persona information. Once you do that, scammers can use that information for bad
puUrposes.



Blizzard User Survey trbau [«

noreplyigblizzard.com to me shiw defails Sep 14 | 4y Reph

Greetings!

You are recening this email to notify you that you have been randomly chosen to take Blizzard Enfertainment Survey
‘When you will submit your survey, you will receie 10 free days of game time, which, afler a venfication period of &
days, will automatically be added to your account.

The survey is meant 1o oblain information about our players and ask their aninton about Blizzard games, which is very
important for us to maintain the quality as it 15 today for our growing comm nr «

The survey is completely free and we are highly suggesting you fo take it

By paricipating in this survey you show increased interast in upcoming Blizzard games:
World of Warcraft: Cataclysm

StarCraft 2

5. Tipsfor " hot" stocks

Y ou get information about ' hot * stocks, will the price increase even increase 2-3 times in a short time? It was a
rumor to inflate stock prices. The person who sent the information owned the stock of some company. He spread
rumors about that stock to increase stock prices to make a profit.

SCE =hounce-smallcapsentinel-11103607 3@hris smalicapsent...
To:
A Greener Path o Profits

Date: Oct &, 2008 12:01 AW

Dear Reader,

1 culting™hn ugly phiase Jo be sure, butconomlc efvironment, paring capital
wxpendi Is §Fen the only way large compales can meet profil estimates while sales growih
languishes. And since prof results are the primary driver behind a stock's performancg ompanies of
all shapes and sizes will pare their costs in any way they see i if it helps them meet o
PO targets, With ihe dawn of & new corporate @armings season upon us, if's reasonabTFfre
that some of the maost familiar nanves on VWall Stree! will deliver decent resulls on the back of lower
cogt: 1

One wary for any comparny 1o reduce its capilal expendilures is by
going green and becoming more efficient in its use of enengy.

Sure, going green might be ane of the most overused phrases
in inveSting today, bt one company we'T8 OREn witen anout

6. Email attachmentsfrom people you don't know

This is a common advice you may have heard thousands of times. Don't open email attachments from people
you don't know, whether it's from your credit card or your bank. Because of the risk of infection with viruses and
software stealing information from spyware when opening these filesis very high.



File For Your Claims  1rbex |

Microsoft Corporation show details

Your Email ID won 250 000.00(Two Hundred and Fifty Thousand Euros) and a Dell laptop.
DOWNLOAD ATTACHMENT FOR DETAILS.

Sec.onlinepromo

EMAIL_BALLOT.pdf
E:I 2 p

K View Download
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7. Unsigned emails

Some e-mails do not have words, only images are very dangerous. Clicking on any areain that email can lead to
awebsite to lure you to log in personal information or become infected with spyware.

Resolution Center: PP-139853-2319 spam |

PayPal shoer details 12:57

Payral <NoT!

As part of our security measures, we regularly screen activity in the PayPal system,
Dwring a recent screening, we noticed an issue regarding your account.

We determined someone may have tried to access your PayPal account without
your permission. For your protection, we have limited your account access. To lift
this limitation, log in to your PayPal account by clicking the PayPal logo above or
click here:

https:/ /www.paypal.com/cgi-bin/webscrfomd=_login-submit&dispatch
=5885d80al3ch b3

completed. We apologize for any inconvenience this may cause,

8. Information missing updates

Some scammers like to act as customer or technical support from a company you know but don't update new
information. For example (as in the picture), the sender forgot that Earthlink (Internet service provider) bought
Mindspring in 2000.



EdrehLink spamBlocker” M |
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TP GOmin <30 ETingBpEng. com>
Toe

‘Subject: Fiease note!

Dt Cicd 19, 3008 214 PM

ACEeRTion' r:) ? ’Ir_“]

fin Deeober 22, @fa):nw: upgende will vake place. Due to thiz che syscen may be of fline for approximacely half am houc,
The changes Will Conceétn SeCuiity, teliabilicy and pecfocmande of mAail Jecvice and che Fystem &5 A whole.
For compatibilicy of yous browsesa and mail cliemts with upgoaded pesver softesce you should man 351 cectificates update py
This piccedure iz quite simple. ALl you have to do is just to click the Qink peowided, ©o zave the patch file and then to
computer locatiom, That's all,

—

Thark you in advance £of TOUI 8Ttencion ©To chis matcer and soECy £or possible inconveniences.

Systen Admindscrator

This is HOT spain Move b, % Hore Actiond... =

9. Infor mation section highlighted

If you receive an email with bold text asking you to ' confirm your account information ', * you have won the
lottery ', or " if you do not respond in xx now, your account will be closed '. Those emails are deceptive. Please
click the delete button first without reviewing again.

Apply Online

Dear Valued Customer :

hs part of our security mepsures, we regularly screen activity in the

Bank of America Online king syste. We recentipcontacted you

after noticing an issue on Jour accourf . We requegfted information X

from you for the followi son: Bankﬂfmﬂenﬂ&@

Our system requires further account verification.

To restore your account, please Sign in to Online Banking.

% Financing awailsble throwgh: Please Naote

E kot = If we .1:_r'.:| rece \.:-c' the ap pll'rjgn-'-.ztr_- Jc.'_.'_ln'.' verification

. Ban imerica within 48 hours, then we wil ime this Bank
fraudulent and will be suspended. The purpose of this
verification 1s to ensure t iir bank account has not been
fraudulently used and to combat the fraud from our

10. General greetings

The emails starting with " Dear member " or " Hello friend " can be ignored. Because if the bank or credit card
company sends, they will know who you are. Email to friends, too.

You have received a E-card greeding ! inbou [x

webmaster@greedings.com ta me show details Aug 24 | 4 Reply
Hello frend |
You have just recerved a postcard Gragling from someone who cares about you
" 5 ¥ '] . .
Just click here to receive your Animated Greeting !

Thank you for using v Greetings.com services 11!
Please take this opportunity to let your friends hear about us by sending them a postcard from our collection !

S Reply —* Forward




Y ou finished reading the article "10 scam tricks via email" edited by the TipsM ake team. We hope this article
has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and guides.
Thank you for reading and for following us regularly.
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